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OITPEAEJIEHUA

B HacrosmieM JOKYMEHTE HCIHONBb3YIOTCA CIEAYIOIIUE TEPMUHBI U HUX
OTpeJIeICHHUS.

ABTOMATH3MPOBAaHHAsI CHCTEMAa — CHCTEMa, COCTOsIIAas M3 MEepCOoHAIa U
KOMIUJIEKCA CPEJICTB aBTOMATHU3AIMU €ro ACSTEIIbHOCTH, pealin3yromas uHbopma-
IIUOHHYIO TEXHOJIOTUIO BBITIOJIHEHUS! YCTAHOBJICHHBIX (YHKITUH.

AyTeHTH(UKALUA OTIPABUTENS JAHHBIX — IOATBEPKIAECHUE TOrO, 4TO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asiBJICHHOMY.

be3onacHOCTh NEPCOHAJNBHBIX [JAaHHBIX — COCTOSHUE 3allUIIEHHOCTH
NEPCOHAIBHBIX  JIaHHBIX, XapaKTEepU3yeMOoe CHOCOOHOCTBIO  MOJIB30BaTENEH,
TEXHUYECKMX  CpEACTB M  HMH(OPMALMOHHBIX  TEXHOJOTMHA  00ECreduTh
KOH()UIEHIMATBHOCTh, LEIOCTHOCTh U JOCTYMHOCTh NEPCOHANBHBIX JAaHHBIX MpU
ux 00paboTke B MH()OPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JTAHHBIX.

buomerpuyeckne nepcoOHaNbHbIE JaHHbIE — CBEJEHUSA, KOTOpbIE
XapaKTepHU3yIOT (PU3UOJIOTHUECKHE OCOOEHHOCTH YE€JI0BEKa U HA OCHOBE KOTOPBIX
MOKHO YCTaHOBUTbH €r0 JIMYHOCTb, BKJOYass (hoTorpaduu, OTHEUaTKU MAaJbIEB,
o0pa3 ceTyaTKH Tjla3a, OCOOEHHOCTH CTPOEHHS Telna M APYryl TOJI00HYIO
uHbOpMaITHIO.

biokupoBaHne NepcoOHAIBHBIX JAHHBIX — BPEMEHHOE IMpEKpalieHue
00pabOTKM MEPCOHANBLHBIX JaHHBIX (32 MCKIIOUCHHEM CJIydaeB, €ciii o0paboTka
HEoO0XouMa JIJIsl yTOUHEHUS IEPCOHANIBHBIX TaHHBIX).

Bupyc (KOMIBIOTEPHBIi, IPOrPaAMMHBIIi) — UCTIOTHICMBIH TPOTPaAMMHBIIA
KOJI WJIM MHTEPIPETUPYEMbI HA0Op MHCTPYKIIMH, 00Iafalonuii CBOMCTBAMHU HE-
CaHKLIMOHUPOBAHHOI'O PACIpOCTpaHEHUs] U camoBocrpous3BeneHus. Co31aHHbIE
TyONIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/la COBNAAAIOT C OPUTMHAIIOM, HO CO-
XPaHSOT CIIOCOOHOCTh K JajbHEHUIIEMY PacCHpOCTPAHEHHIO U CaMOBOCIPOHU3BE/IE-

HHUIO.



BpenonocHas nporpamma — rporpaMmma, IpeiHa3HauYeHHas sl OCYIECTB-
JICHUS] HECAHKIIMOHMPOBAHHOTO JIOCTYIa U (WUJIM) BO3JEUCTBUSI Ha MEPCOHAIbHBIC
JTAaHHBIE WJTU peCypChl UHPOPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAaHHBIX.

BcnoMoraresibHbIe TEXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHUE
CPEIICTBA M CHUCTEMBI, HE MPEIHA3HAYCHHBIE [T Mepenay, oOpabOTKU U XpaHEHUs
NEPCOHAJIBHBIX JAHHBIX, YCTAHABIIMBAEMbBIE COBMECTHO C TEXHWYECKHMH CPEACT-
BaMH M CHUCTEMaMH, MPETHA3ZHAUYECHHBIMU ISl 00pabOTKU MEPCOHATBHBIX JAHHBIX
WIM B TMOMEIIEHHUAX, B KOTOPBIX YCTAHOBJIEHBI MH(OPMAIIOHHBIE CHCTEMBI IEPCO-
HaJIbHBIX IAHHBIX.

JocTtyn B oOnepanMoHHYK cpeay KommbiTepa (MHGOPMALMOHHOM
CHCTeMbl MEPCOHAJBHBIX JAaHHBIX) — TOJIy4YeHHE BO3MO)XHOCTH 3allycKa Ha
BBIIIOJIHEHWE INTAaTHBIX KOMaHI, (YHKLMWI, MpoLexyp ONEpalMOHHOM CHUCTEMBI
(YHUUTOXKEHUSI, KOIMPOBAHUS, TMEPEMEIIEHNsT M T.1.), UCIOMHIEMbIX (ailjioB
MIPUKJIAJHBIX IPOrPaMM.

Joctyn k mHGOpMAIMM — BO3MOXKHOCTH MOJy4eHHS MH(DOPMAIMA U €€ HC-
M0JIb30BaHUSI.

3ak/1a04HOe YCTPOICTBO — 3JIEMEHT CPE/ICTBA CheMa MHPOPMALIH, CKPBITHO
BHENIPSIEMbIN  (3aK/Ia/IbIBACMbId WM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheMa
uHpopmalmu (B TOM YHCIIE B OTpaXxaeHUE, KOHCTPYKIIMIO, 000PYJI0BaHUE, TIPEIMETHI
MHTEPhEPA, TPAHCIOPTHBIE CPEACTBA, & TAKKE B TEXHUYECKHE CPEICTBA U CHCTEMBI
00paboTku uHGOpPMaIUN).

3amumaemasi uHpopmanusa — uHbOpMALH, SBISIOMIAACT TPEIMETOM CO0-
CTBEHHOCTM M TOAJISKAILAs 3alMTe B COOTBETCTBUM C TPEOOBAHUSMH IPABOBBIX
JIOKyMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMAIUH.

Unentudukanuss — NpUCBOCHUE CYOBEKTAM M OOBEKTaM JOCTyNa HUJICHTH-
¢ukaropa M (WIM) CpaBHEHUE TPEIBABIAEMOr0 HICHTUPUKATOpA C TMEpeUHEM

IIPUCBOEHHBIX UIEHTU(UKATOPOB.



NndopMaTUBHBIH CHTHAJ — DJIEKTPUUECKUE CUTHAJIBI, aKyCTHUYECKHUE, DJIEK-
TPOMarHUTHbIE U Apyrue (PU3MYECKUE TOJs, MO TMapaMeTrpaM KOTOPbIX MOMKET ObITh
packpbITa KoH(pUaeHMaTBHAS HHpOpMaIys (TIepCOHATLHBIC TaHHbIC) 0OpadaThiBacMas
B MUH(OPMAIIMOHHOM CUCTEME MEPCOHATBHBIX TAHHBIX.

HNudopmanuonHble TEXHOJOTHM — TIPOLIECCHI, METOBI TIOMCKa, cOopa, Xpa-
HEeHUsI, OOpaOOTKH, TPEIOCTABICHHS, PACIpPOCTPaHeHNsT WH(POPMAIMA U CIIOCOOBI
OCYILIECTBIICHUS TAKUX MTPOLIECCOB U METOJIOB.

Nudpopmanuonnas cucreMa mnepcoHaabHbIX gaHHbIXx (MUCIIAn) -
COBOKYIHOCTb COJIEpKaluXcsi B 0a3zax JaHHBIX [EPCOHANBHBIX JIAHHBIX H
00ecreynBaIMNX UX 00padOTKy MH(POPMALIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnoab3oBaHue NEPCOHANBHBIX JaHHBIX — JelcTBUs (omepanuu) ¢
NEPCOHAIBHBIMU JTaHHBIMH, COBEpIIa€MbI€ OIMEpPaTopoM B MLENAX MPUHATHUSL
pPELICHUN WA COBEPUICHHUS WHBIX JICUCTBUM, NOPOXKIAKOIINX HOPUIAYECKUE
MOCJICJICTBUSI B OTHOIICHUHM CYOBEKTa MEPCOHAIBHBIX NAHHBIX WA JPYTUX JIUI
1100 WHBIM 00pa30M 3aTparuBarOIMX MpaBa U CBOOOABI CYObEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUII.

HcTouHuK yrpo3nl 6e3onacHoCTH MH(poOpManum — CyObeKT I0CTyIa, MaTe-
PUATHHBIN O0BEKT WM (PU3MUECKOE SIBJICHUE, SIBIISIONIMECS TMPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH H(OPMAITUH.

KonTpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 3AaHKE, YaCTh 3/1aHM,
MOMEIIIEHNE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIHMPYEMOE NpeObIBaHWE MOCTOPOHHUX
JINIY, @ TAK)KE TPAHCTIOPTHBIX, TEXHUIECKUX M HHBIX MaTepUaTIbHBIX CPEICTB.

KoH(puaeHunaJIbHOCTh NEPCOHATBHBIX JAAHHBIX — 00s3aTeNbHOEC JIIs
COOJIOZIEHUST ONEPAaTOPOM MM MHBIM TOJIYYMBIIUM JOCTYI K MEPCOHATBHBIM JaHHBIM
JUIIOM TpeOOBaHWE HE JOMyCKaTh WX pacnpocTpaHeHue Oe3 coriacus CyObeKTa

TNCPCOHAIIbHBIX JAHHBIX WM HAJIMYMWA KHOT'O 3dKOHHOI'O OCHOBAHU.



MexceTeBOM IKpaH — JIOKAJIbHOE (OTHOKOMITOHEHTHOE) WK (PYHKITMOHATIHHO-
pacrpenelieHHOe TPOrpaMMHOE  (IIPOrPaMMHO-AIIApPaTHOE) CPEACTBO  (KOMILIEKC),
peam3yroriee KOHTPOIIb 32 MH(DOPMAIHEH, TOCTYTAIOIICH B HH)OPMAIIMOHHYIO CHCTEMY
TICPCOHAITBHBIX JAHHBIX U (MJIN) BBIXOAIICH U3 HHYOPMAIIMOHHON CUCTEMBI.

Hapymuresib 6€30MacHOCTH NMEPCOHATBHBIX JAHHBIX — (DU3HMUYECKOE JIUIIO,
CITY4YaifHO WJTHM TIPEIHAMEPEHHO COBEPITIAIOIIEE JCHCTBHS, CIICICTBIEM KOTOPBIX SIBIISICTCS
HapyIlleHHe Oe30MacHOCTH TEePCOHATBHBIX JAHHBIX MPH MX OOpabOTKE TEXHUUYECKUMHU
cpencTBamMu B MH(OPMAITMOHHBIX CHCTEMaX MePCOHATBHBIX TAHHBIX.

HeaBToMaTu3upoBanHass o0padoTka NePCOHAJIBHBIX JAHHBIX —
00paboTKa MepCOHANBHBIX JTAHHBIX, COACPKAIINXCS B HHPOPMAIIMOHHON CHCTEME
MIEPCOHANIBHBIX JAHHBIX JUOO W3BJICUYEHHBIX M3 TAKOW CHCTEMBI, CUYUTACTCS
OCYIIECTBJICHHOM 0e3 UCIIOJIb30BAHUS CpEJICTB aBTOMATHU3AINH
(HEaBTOMATH3UPOBAHHOM ), €CTM TaKWEe JEUCTBHS C TIEPCOHATBHBIMY JTAHHBIMH, KaK
WCIIOJIb30BAaHUE, YTOYHEHHUE, pACIpPOCTPAaHEHUE, YHUYTOKEHUE MEePCOHATBHBIX
JAHHBIX B OTHOIIEHWU KaXKIOTO M3 CYOBEKTOB TMEPCOHANBHBIX JAHHBIX,
OCYIIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEIOBEKA.

HeneksapupoBaHHbie BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOXKHOCTH
CPEICTB BBIUMCIHMTCIIFHON TCXHWKH, HE OIMCAHHBIC WIA HE COOTBETCTBYIOIIUC
OITMCAHHBIM B JIOKYMEHTAITUH, TIPH HCIOJIB30BAHUHM KOTOPHIX BO3MOYKHO HApYIIICHHE
KOH(DMACHIIMATBHOCTH, JOCTYITHOCTH WM IIEJIOCTHOCTH oOpabaThiBaegMOW — WH-
dbopmanuu.

HecaHKUMOHUPOBAHHBIN A0CTYNl (HECAHKUUOHUPOBAHHBIC ACHCTBUSA) —
JOCTYIT K MH()OPMAITMA WM JICHCTBUSA ¢ WHQOpPMAIIMCH, HapyIIaloNwe MpaBuia pas-
TPaHWYCHHS JIOCTyNa C HWCIOJB30BAHUEM INTATHBIX CPEICTB, IPEIOCTABISIEMBIX
WH(OPMAITMOHHBIMUA CHCTEMaMH MTEPCOHAIBHBIX TAHHBIX.

Hocutenb unopmanmum — GU3NUECKOE JIUIO WM MaTepUATIbHBIA 00BEKT, B

TOM 4YHMCJIIC (1)I/ISI/I‘-IGCKOC I10JIC, B KOTOPpOM I/IH(I)OpMaLII/IH HaxoauT CBOC OTPAKCHUC B BUJIC



CHMBOJIOB, 00Pa30B, CUTHAJIOB, TEXHMUYECKUX PELICHUI U MPOIECCOB, KOIMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEJIMYUH.

O0e3MuYnBaHue NEPCOHAJBHBIX [aHHBIX — JCHCTBUS, B peE3yJbTarTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJb30BAHUS JIOMOJHUTEIbHON
nH(OPMAITUHU OTIPEICITUTh MPUHAIJIC)KHOCTh MTEPCOHABHBIX TAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIBHBIX JTAHHBIX.

OO0paboTka NMepCcoOHAJBHBIX JAHHBIX — JIF000€ AciicTBUE (omeparius) Uiu
COBOKYIHOCTb JIEUCTBUI (Olepanuii), COBEPIIAEMBIX C MCIOJIb30BAHUEM CPEICTB
aBTOMAaTU3allud WM 0€3 HCIOJIb30BAHMS TaKUX CPEICTB C TMEPCOHATBHBIMU
JAHHBIMH, BKJItOYas cOOp, 3aluCh, CHUCTEMATHU3AIMIO, HAKOIUICHUE, XPAaHEHHE,
yTOYHEHUE (OOHOBIIEHHME, U3MEHEHHE), M3BJICYEHHUE, HCIIOJIb30BaHUE, IMepeaady
(pacripocTpaHeHue, MPEOCTaBICHHUE, JOCTYI), O0e3NMnYuBaHue, OJOKWPOBAHUE,
yAaJIeHUE, YHUYTOKEHHUE MEPCOHAIBHBIX JaHHBIX.

O0menocTynHbie MNMEPCOHAJIbHbIE JIAaHHbIE — TEPCOHAIbHBIC JaHHbIC,
JIOCTYIl HEOTPAHMYEHHOTO Kpyra JIMIl K KOTOPbIM MPEIOCTaBJIEH C COTJIacus
CyObeKTa TMEepCOHAJIbHBIX JaHHBIX WJIA Ha KOTOPble B COOTBETCTBUHM C
dbeneparbHBIMU  3aKOHAMU HE PACHpPOCTpaHsETCs TpeOOBaHUE COOJIIONCHHUS
KOH(HIEHIIMAJIbHOCTH.

Oneparop (mepCOHAJILHBIX [AHHBIX) — TOCYIApCTBEHHBIM OpraH,
MYHUITUTIATBHBIA OpraH, IOpUANYecKOe WM (PU3NYECKOEe JHI0, CAMOCTOSITEIIBHO
WM COBMECTHO C JIPYTUMH JIUIIAMH OPTaHU3YIONME W (WJIM) OCYIIECTBIISIIOLINE
00paboOTKy TMEepPCOHATBHBIX JAHHBIX, a TAKXKE OMPEICISAIONIUe eI 00paboTKH
MepPCOHAIBHBIX JAaHHBIX, COCTAB NMEPCOHAIBHBIX JTAHHBIX, MOICKAIINX 00paboTKe,
nercTBus (omepalum), CoOBeplaeMble C IEPCOHATBHBIMU JTaHHBIMHU.

Texnunueckue cpeacrsa HHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJCTBA BBIUUCIMTEIILHON TEXHUKH, WH(POPMAIIMOHHO-BBIYUCIUTEILHBIC
KOMILJIEKCHI U CETH, CPEJICTBA M CUCTEMBI Iiepeiadu, npuema u oopadotku [1/1H (cpenctsa

N CHUCTCMbI 3BYKO3AIIMCH, 3BYKOYCHJICHM:A, 3BYKOBOCIPOW3BCIACHW:A, TICPCTOBOPHBLIC N



TEJICBU3MOHHBIE YCTPOMCTBA, CPEJCTBA M3rOTOBJICHUS], TUPAKUPOBAHUS JTOKYMEHTOB U
JpyTre TEXHUYECKHUE CPEICTBAa 00pabOTKU peyeBol, rpaduueckoid, BuIeo- U OyKBEHHO-
mrdpoBoit HHGpOPMAIIH), TIPOTPAMMHBIE CPEICTBA (OMEPAITMOHHBIC CUCTEMBI, CHCTEMBI
yIpaBjieHus 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3aIUTHI HHPOPMAIH, IPUMEHSIEMbIC B
UH(DOPMAITMOHHBIX CHCTEMAX.

IlepexBar (MH(pOpMaNUK) — HEMPABOMEPHOE MONy4YeHHE HH(DOpManMU C
UCIIOJIb30BAaHUEM TEXHUYECKOI'O CpEJICTBA, OCYIIECTBIIAIOIIETO OOHapyKeHHE,
npueM 1 00paboTKy MHPOPMATHUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIEe — Jt00as MHPOpPMAIMS, OTHOCAIIASCS K MPSMO
WIM KOCBEHHO OIPEACIICHHOMY WM oOmpenensieMoMy (U3UYECKOMY JIHILY
(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);

ITo0o4HBIC  JJIEKTPOMATHMTHBIE  HM3JIy4YeHMS M  HABOAKH  —
AIEKTPOMArHUTHBIE H3JIYYEHHsS] TEXHHMUYECKHX CpPEACTB OOpabOTKH 3alIuIaeMoun
uHpOpMaIMK, BO3HUKAWOIIME Kak [MOOOYHOE SBJICHHE U  BbI3BAaHHbBIC
NIEKTPUYECKUMU CUTHAJIAMU, IEUCTBYIOIMMH B UX 3JIEKTPUYECKUX U MArHUTHBIX
LEIsAX, a TAK)KE ANEKTPOMAarHUTHbIE HABOJKU 3THX CUTHAJIOB Ha TOKOMPOBOJSILINE
JIMHUM, KOHCTPYKIMU U LIETH TUTAHMUSL.

MosuTHKa  «YUCTOTO  CTOJIA» —  KOMIUIEKC  OpPraHU3alMOHHBIX
MEpOINPUATHNA, KOHTPOJIMPYIOIMIMX OTCYTCTBHE 3alMChIBAHMS Ha OyMaKHbIE
HOCUTENIM KItoued u aTpulOyToB jJocTyna (maposieil) M XpaHeHUs HUX BOIM3U
00BEKTOB JOCTYIIA.

IHonb3oBareb MHPOPMALMOHHON CHCTEMbI NEPCOHANBHBIX AAHHBIX —
JUI0, Yy4YacTBywllee B (QYHKIMOHUPOBAHUM HH(POPMAIMOHHOM  CHCTEMBI
NEPCOHATIBHBIX JAHHBIX WJIA UCTIONB3YIOIIEE PE3yIbTaThl €€ PYHKIIMOHUPOBAHMS.

IIpaBuiia pasrpaHMYeHusi J10CTYNa — COBOKYITHOCTbh MPaBUJI, PErJIAMEHTH-
PYIOIIUX TIpaBa JI0CTyna CyObEeKTOB JOCTYIMa K 00bEKTaM JIOCTyTa.

IIporpamMmmHas 3aKjaJKa — KOJI IpOrpaMMBbl, IPEIHAMEPEHHO BHECEHHBIN B

nporpaMmy C HOCJIbIO OCYHMICCTBUTL YTCUKY, USMCHHUTD, 6JIOKI/Ip0BaTI>, YHHUYTOXUTH
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UHOOPMAIUIO WIM YHUYTOXHUTh U MOJIU(UIIMPOBATH MPOrpaMMHOE oOecIieueHue
MH(OPMAIMOHHOW CUCTEMbI MEPCOHATBHBIX JIaHHBIX U (WiIM) OJOKWpOBAThH ara-
paTHBIE CPE/ICTBA.

IIporpamMHoe  (mMporpaMMHO-MaTeMaTH4YecKoe)  BO3JaelicTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JICHCTBHE HAa  pPECypCchl  aBTOMATU3UPOBAHHOMU
WH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C HCIIOJIh30BAHUEM BPEIOHOCHBIX
MIPOrpamMM.

PackpbiTHe nepcOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WM Clly4aiiHOe
HapylieHne KOH(OUICHIIUATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nmepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HApPaBICHHBIC
Ha PacKphITUE MEPCOHATBHBIX IAHHBIX HEOMIPEACICHHOMY KPYTY JIMII.

Pecypc nH(popManMOHHON CUCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
IIPUKJIATHOTO WU anIapaTHOro oOecrieueHus (YyHKIMOHUPOBAHUS
UH(OPMAITMOHHON CHCTEMBI.

CneunnajibHble KAaTerOpMH MNEPCOHAJIBHBIX [JAHHBIX — IIEPCOHAJbHBIC
JTaHHBIE, KACAIOIIMECS PACOBOM, HAIMOHAIIBHON MPUHAJIEKHOCTH, TTOJTUTUYECKUX
B3TJISIJIOB, PETUTHO3HBIX WM (PHUIIOCOPCKUX YOk ICHUM, COCTOSTHUS 3I0POBbS U
WHTUMHOM JKU3HU CYOBEKTa MEPCOHAIBHBIX JaHHBIX.

CpeacrBa BbIYNCJIUTEIbHOH TEXHUKHU — COBOKYITHOCTh MPOrPAMMHBIX U TE€X-
HUYECKUX D3JIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (HYHKIIMOHHUPOBATH
CaMOCTOSITEJILHO UJIM B COCTaBE IPYTHX CUCTEM.

Cyo0bekT aocryna (cy0ObeKT) — JIMIO WM NPOLIECC, ACHCTBUSI KOTOPOrO Per-
JAMEHTHUPYIOTCS TTPaBUJIaMH pa3rpaHUYEeHUs JOCTYTIA.

TexHuveckuii kKaHaa yredkd MHGOPMALMH — COBOKYITHOCTh HOCUTEJIS WH-
dbopmarmn  (cpenctBa 00paOOTKH), (PU3MUECKO cpembl pacnpocTpaneHus HHDOp-
MaTHBHOT'O CUTHAJIA ¥ CPEJICTB, KOTOPBIMH JJOOBIBACTCS 3allUIliaeMas HHGOpMaIIus.

TpancrpanuyHas mnepegadya MEePCOHAJBHBLIX JAaHHBIX — TIiepegada

NEPCOHANIBHBIX ~ JIaHHBIX oIlepatopoM uyepe3 [ocygapCTBEHHYIO TIpaHHILY
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Poccuiickonn ~ ®depepaumu  OpraHy  BJIAaCTH  HMHOCTPAHHOTO  TOCYJapCTBa,
bu3MYEeCKOMY WU IOPUANYECKOMY JIMIy MHOCTPAHHOTO TOCYJapCTBa.

¥Yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIIOBUM U
(bakTopoB, CO3MAIOIINX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHUCJIE CITy4allHOTO,
JIOCTYTIA K TIEPCOHATIBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOIO MOYKET CTaTh YHUUTOKEHUE,
U3MEHEHHe, OJIOKMPOBaHKE, KOIMMPOBAHUE, PACTIPOCTPAHEHHE MIEPCOHAIBHBIX JIAHHBIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUM TpU MX 00paboTKe B MH(DOPMAITMOHHOM
CUCTEME MEPCOHATIBHBIX JAHHBIX.

YHHUYTOXEHHE MEePCOHAJBbHBIX [aHHBIX — JCHUCTBU, B pPE3yJbTare
KOTOPBIX CTAaHOBUTCSI HEBO3MOXXHBIM BOCCTAHOBHUTBH COJIEP:KAHUE NEPCOHATBHBIX
JJAaHHBIX B WH(OPMAIIMOHHOW CHCTEME IMEPCOHANBHBIX JaHHbIX W (WiIu) B
pe3ysibTaTe KOTOPBIX YHHUYTOXKAKOTCA MATEPUAJIbHBIE HOCUTEIN IEPCOHAIBHBIX
JTAaHHBIX.

Yreuka (Bammmaemoil) WHGOPMALMH MO TEXHUYECKHM KaHAJIaAM —
HEKOHTPOJIMPYEMOE pacipoCTpaHeHne MHGOPMAIIUK OT HOCUTEIIS 3allluInaeMon nHQop-
Malu 4epe3 (PU3MYEcKyr0 cpeay A0 TEXHHUYECKOTO CpENICTBA, OCYHIECTBIISIFOLLETO
nepexBaT UHPOPMAIIUH.

Ysa3BuUMOCTb — c1a00CTh B CPEJCTBAX 3AIIUTHI, KOTOPYIO MOXKHO HCIOJIb30BATh
JUTs1 HApYILIEHUS CUCTEMBI WU COZIEp Kallieiics B Hel mH(pOpMaIum.

HenocTHocTh MHGOPMAIUM — CTIOCOOHOCTH CPEICTBA BBHIYMCIUTEIILHON TEX-
HUKHU WM aBTOMATU3UPOBAHHON CHCTEMBI 00eCTIeunBaTh HEM3MEHHOCTh MH(OpMAaIiU B

YCIIOBHSX CITy4altHOTO W/WJTM MIPEAHAMEPEHHOTO UCKKEHHS (Pa3pyILCHHS ).



OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTHBUpYCHBIE CPEJCTBA

APM — aBTOMaTu3MpoBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHUE CPENICTBA U CUCTEMBI
NCIIIH — uadopmaIrioHHasi CUCTEMa MEPCOHATBHBIX TAHHBIX
Wb — undopmarmonHas 6€30MacHOCTb

K3 — xonTponmmpyemas 30Ha

JIBC — noKasnbHask BBIYMCIIUTEBHAS CETh

MD — MexceTeBoi IKpaH

HCJI — HecaHKIIMOHUPOBAHHBIN TOCTYIT

OC — onepanioHHas cucTemMa

[1/TH — nepcoHabHBIE JAHHBIE

[IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3ICUCTBUE

[1O — nporpammHoe obecrieueHue

[IOMHH — no6ouHble 37EKTPOMarHUTHbIE U3Ty4EHUS U HABOJIKU
CA3 — cucrema aHanu3a 3alllUIIEHHOCTH

C3U — cpeactBa 3auThl HHQOpMaLIUU

C3I1dn — cuctema (mMoacucTemMa) 3aiuThl TEPCOHATBHBIX TAHHBIX

COB — cucrema 0OHapyKEeHHsI BTOPKEHU I
TKYU — Texandeckue KaHabl yTeUKH HH(HOPMAITIH

VYBITIH — yrpo3sl 6€301acHOCTH IEPCOHATBHBIX JAHHBIX

12



13

BBEJAEHHUE

Hacrosee Ilonoxenune mHpopmannoHHON Oe3omacHOCTH B ¢eaepaabHOM
rOCyJAapCTBEHHOM  OIOJPKETHOM  00Opa3oBaTEIbHOM  YUYPEKJEHHUU  BBICHIETO
oOpazoBanus "Bomrorpaackas rocygapcTBeHHas — akajaemus — (DU3UYIECKOU
KkynsTyphl" (manee mo tekcty — ®I'BOY BO «BI'ADKY), siBiisercst oduninanbHbIM
JOKYMEHTOM, B KOTOPOM OIpeJesieHa CHUCTEMa B3IJIJ0B Ha OOecreyeHue
uHpopmarmonHoit 6ezonacHoctu PI'bOY BO « BI'TADK».

Heobxoaumoctsh pazpadotku IlonoxkeHust oOyciioBlieHA CTPEMUTEIBHBIM
pacuiupeHueM cepbl TPUMEHEHUS HOBEHINX MH(OPMAIMOHHBIX TEXHOJOTUM U
npouieccoB B ®I'bOY BO «BI'ADK», npu obpadbotke mHboOpMaimy BooOIIe, U
MEPCOHAIBHBIX IAHHBIX B YACTHOCTH.

Hacrosmee IlonoxkeHue omnpenensieT OCHOBHBIC L€ M 3a7adyd, a TakkKe
OOIyI0 CTPATErHi0 TIOCTPOCHUSI CHUCTEMBI 3alllUThl TEPCOHAIBHBIX JaHHBIX
(C3I1r) DIBOY BO «BI'A®K». Ilonoxkenue omnpeaessiecT OCHOBHBIC
TpeOoBaHUs U OA30BbIC MOAXObI K UX peaIM3alUU, JJIsl TOCTHXKEHUS TpeOyeMOoro
ypOBHsI 0€30MacHOCTH HH(OpMAITUH.

[TonoxxeHnue pa3zpabOTaHO B COOTBETCTBUU C CHUCTEMHBIM MOJXOJOM K
obecrnicueHuto  mHOpMaMOHHOW  Oe3omacHocTH.  CHCTEMHBIM  TOJXOJ
npeanoyiaraeT  NPOBEACHUE  KOMIUIEKCAa  MEpPONPUSTUM,  BKIIFOYAIOIIHUX
UCClIeIOBaHUE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTH M pa3pabOTKy CHUCTEMBbI
3amuThl  [I/IH, ¢ NO3MIMM KOMIUIEKCHOTO TIPUMEHEHHS TEXHUYECKUX U
OpraHU3aIMOHHBIX MEP U CPEJICTB 3aIlUTHI.

[Ton mabOpManmoHHoOl Oe3ormacHocThiO I1/[H MOHMMaeTCs 3alIUIeHHOCTh
MEPCOHANIBHBIX JIaHHBIX M 00pabarhIiBaloOIIe WX HUHPPACTPYKTYype OT JFOOBIX
CIIyYalHbIX WM 3JIOHAMEPEHHBIX BO3JCHUCTBUN, PE3YyJIbTATOM KOTOPBIX MOXKET
SBUTHCS HaHEeCeHHWe yiiepba camoil mHbopmanuu, ee BiaaeabiaMm (CyObeKTam

[111) nnn undpactpykrype. 3agaud HHGOPMAILIMOHHON 0€30MaCHOCTH CBOJATCS K
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MUHHUMM3AIUU yiiepOa OT BO3MOXKHOW peanu3anuu yrpo3 6eszonacHoctu I1/1H, a

TaKXe K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUMN.

[lonoxeHnue  CIy>)KUT  OCHOBOM Uil  pa3padOTKM  KOMILIEKCa
OpPraHU3allMOHHBIX W TEXHUYECKUX Mep Mo oOecreyeHuto HHPOpPMaIMOHHOU
oe3zonacHoctu ®I'bOY BO «BI'ADK», a Tak:ke HOpMAaTUBHBIX U METOJAMYECKHUX
JIOKYMEHTOM, OOECIEUMBAIOIINX €€ Pean3aluio, U HE MPENoJaracT MOJAMEHBI
GbyHKUMA  TOoCyJapCTBEHHBIX OpraHoB BiacTu  Poccuiickoit ~ denepanuu,
OTBEYAIOMIMX 3a oOecrieueHre Oe30MacCHOCTH MH(GOPMAIIMOHHBIX TEXHOJIOTHH H
3aIUTy UH(POPMAIIUH.

[lonoxenue ABIAETCS METOAOJIOTMYECKO OCHOBOM JUISL:

*  (¢dopmMupOBaHUS W TPOBEACHUS E€AMHOMN MOJUTUKU B 00JIACTH OOECIECUEHUS
oe3onacuoctd PI'BOY BO «BI'ADKy;

*  TPUHATUS YIPaABICHYECKUX PEIICHUN W Pa3pabOTKH MPAKTHUYECKUX MEp IO
BOIUIOLIEHUIO MOJAUTUKH Oe3omacHoctd [I/I[H u BBIpaOOTKM KOMILIEKCA,
COrJJaCOBaHHBIX ~MEP  HOPMATHUBHO-TIPABOBOrO, TEXHOJOTHYECKOTO U
OpraHU3alMOHHO-TEXHUYECKOTO0 XapaKTepa, HANpaBJICHHBIX Ha BbIABJICHUE,
OTPKEHUE W JIUMKBUJALMIO TOCIEACTBUM pean3allui Pa3IudHbIX BHUIOB
yrpo3s I1/]H;

*  KOOpAMHAIMU JEATEIbHOCTU CTPYKTYpHBIX mnoapazaeneHuii OI'bBOY BO
«BI'ADK» nipu npoBegeHun padbot no pazButuio u 3xcruryarauuu UCIIH ¢
cobioieHueM TpeboBaHuit obecrieuenus 6ezonacuoctu [1J1H;

*  pa3palOTKKM  TPEIOKEHWH  TIO0  COBEPIICHCTBOBAHWIO  IPABOBOTO,
HOPMATUBHOTO, METOJMYECKOTO, TEXHUYECKOr0 H  OPraHU3alMOHHOTO
obecneuenust 6ezonacHoctu [1JIn B UCIT[n ®I'BOY BO « BT ADK».
[IpaBoBoit 06a3oit isi pa3paOOTKM HACTOSIIETO TIOJMOKEHUSI  CITyXKaT

TpeOoOBaHUs JEUCTBYIOIUX B Poccum 3aKOHOJATENbHBIX M HOPMATUBHBIX

JIOKYMEHTOB 10 00ecTieueHnI0 0€30MacHOCTH IepCOHaNbHbBIX qaHHbIX (I[1/1H).
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1 OOumme moJI0KeHUsA

C3I1In mpexncraBisgeTr coOOW COBOKYMHOCTh OPraHU3AlMOHHBIX U TeX-
HAYECKUX MEpOonpUsITUH 1uis 3amuThl [[J[H OT HEMpaBOMEPHOTO WJIM CIy4ailHOTO
J0CTyNa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKMPOBAaHUA, KOMMPOBAHHUA, pac-
npoctpaneHusd 11/IH, a Takke MHBIX HEMPABOMEPHBIX JICHCTBUN C HUMH.

be3onacHOCTh NMEPCOHAIBHBIX JAHHBIX JIOCTUTAETCS IYTEM HCKIIOYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4ailHOrO, JAOCTyNa K MEPCOHAIbHBIM
JAHHBIM, pPE3yJbTATOM KOTOPOIO MOXET CTaThb YHUYTOKEHHE, W3MEHEHHE,
0JIOKHpOBaHUE, KOMMMPOBAHUE, PACIIPOCTPAHEHUE MTEPCOHAIBHBIX JAHHBIX, a TAKKE
WHBIX HECAaHKIIMOHUPOBAHHBIX JECHCTBHM.

CrpykTrypa, CcOCTaB U  OCHOBHblE  (PYHKIMH  TEXHMUYECKUX U
oprann3annoHHblx Meponpustuid C3II/IH ompenensrorcs wucxoas W3 ypOBHSA
samuinennoctr  (kiaacca) MCIIdH, yCTaHOBJIEHHOIO B COOTBETCTBHH  C
tpeboBanusiMu IlocranoBnenust IlpaButensctBa Ne 1119 or 1 nHosa6ps 2012 r.,
npuka3za @CTIK Poccuu Ne 21 ot 18 despans 2013 1., a TakKe B COOTBETCTBHUH C
TpeboBanusimu [locranosnenust [lpaButensctBa Poccuiickoit @eneparu No 687
«O0 ytBepxaeHun Ilonoxenus o0 0OCOOEHHOCTSAX OOpPaOOTKU MMEPCOHAIBHBIX
JIAHHBIX, OCYIIIECTBIsIEMO 0€3 HCIO0JIb30BaHMs cpeacTB aBToMaru3anumn». C3I1]IH
BKJIIOYAET OPraHU3allMOHHbIE MEpbl W TEXHUYECKHUE CpPEJCTBA  3aIMThI
uHpopmariuu (B ToM uwmcie mmdpoBadbHbie (KpunTorpaduueckue) CpeacTsa,
CpelICTBa  NPENOTBpPALICHUS  HECAHKIMOHUPOBAHHOIO  JOCTYINA,  YTEUKH
uH(pOpMaIUU 10 TEXHUYECKUM KaHajiam, POrpaMMHO-TEXHUUYECKUX BO3JEHCTBUN
Ha TexXHUYeckue cpencrtsa oOpabotku II1J[H), a Takke WHCHOIB3yeMble B

nH(OPMAITMOHHON cucTeMe MH(DOPMAITMOHHBIE TEXHOJIOTHH.
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Ot MCPBI IIPU3BAHbI 00CCICYNTR:

KOH(QUICHIIMATFHOCTh HH(MOpMammu (3amUTa OT HECAHKIMOHUPOBAHHOTO
O3HAKOMJICHUS );

IIEJTOCTHOCT, ~ WHGOpMAIMU  (aKTyaJJbHOCTh W HEMPOTUBOPEYHBOCTH
uHPOpMAIH, €€ 3AIUIIICHHOCTh OT Pa3pyIICHUS W HECAHKIMOHUPOBAHHOTO
HU3MEHEHHUS ),

JTOCTYITHOCTh MH(pOpMAIMy (BO3MOKHOCTh 32 MPHUEMIIEMOE BPEMS IOITYIUTh

TpeOdyemMyto HHPOPMAITMOHHYIO YCIIYTY).

Craauu co3ganus C3I1JIH BKIIOYAIOT:

NpEeANpPOEKTHAS CTajausi, BKIIOYAIONIAsl MPEANPOCKTHOE 00Cie0BaHue
UCTIIH, pa3paboTKy TEXHUYECKOTO (4YaCTHOTO TEXHUYECKOT0) 3aJaHus Ha €
CO3/IaHHE;

CTa/Iusl IPOCKTUPOBaHMS (Pa3pabOTKK MPOEKTOB) U peaIn3alii Mep 3allUThl
C3I1 /s,

craaus BBoja B AerctBue C3I1/IH, BKItOUaronias OMbITHYO SKCILUTYaTAUIO U
MPUEMO-CATOYHBIC MCIBITAHUSI CPEJCTB 3alllUThl HMHPOpPMAIIUU, a TaKkKe

otieHKy cooTBercTBUs C3I1/[H TpeboBaHusIM 6e30nmacHOCTH UHPOPMAIIUH.

OpranuzaioHHbIe MEphl MPEIyCMaTPUBAIOT CO3JaHUE W TMOJJIEpKaHUE

npaBoBoii 0a3el Oe3omacHoctu [I/[H m paspaborky (BBeaeHHUE B JEHCTBUE)

npeaycMoTpeHHbix  [lonutukoir  uH@opmarmonHoit Oe3omacHoctu  UCII/H

CICAYIOHIUX OPTraHU3allMOHHO-PACTIOPAAUTCIbHBIX TOKYMCHTOB!

[Tnan meponpustuii mo obecrneuennto 3amuthl [/l mpu ux ob6paboTke B
NCTI/IH;

[Inan MeponpusATUiA IO KOHTPOJTIO0 oOecneueHust 3amuThl [1/1H;

[Topsinok pe3epBupoBanus U BoccTaHoBieHUs paboTocnocodnoctu TC u I10,

0a3 nanubeix u C3U,
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*  JlomxHocTtHas uHcTpykuusa aamuHuctparopa UCIIJIn B yactu obecrnieueHus
6e3onacHoctu [1/1n mpu ux obpadotke B UCII/IH;

e JIomKHOCTHast MHCTPYKIMs aqMuHucTpaTopa 6e3omnacuoctu UCII/IH;

e JlomxHocTHas WHCTpyKiusi mnonb3oBatenss MCIIJIH B udactu obecrieueHus
6e3omacunoctu [1/11 mpu ux o6padotke B UCIIdH;

e MHcTpyKuMs Ha ciaydail BO3BHUKHOBEHHS BHEIITATHOW CUTYallNH;

*  HWHcTpykuus mo pa3MenieHuio, o0OpyJIOBaHUIO U OXpaHE NMOMEILIEHUH, Tae
XPaHATCSA MEPCOHANBHBIE JAHHBIE, M0 XPAHEHUIO NMEPCOHAIBHBIX JAHHBIX Ha
OyMa)KHBIX HOCUTENSIX U MOPAIKY paOOThl UCIIOIHUTENEH ¢ NEPCOHATBHBIMU

JaHHBIMH Ha 6YMa)KHBIX HOCHTCIIAX I/IH(l)OpMa]_II/II/I.

TexHn4eCcKre MEPHI 3alUTHl PEAUTU3YIOTCA TPU MOMOIIU COOTBETCTBYIOIINX
MPOrPAMMHO-TEXHUYECKUX CPEJACTB U METOJIOB 3aILIUTHI.

[lepeyernr HEOOXOAMMBIX MEpP 3allUTHl HWH(OPMAIUK OMpPEACNSIeTCS IO
pe3yabTaraM BHYTpeHHel mpoBepku Oe3omacHoctu WCII[H OI'BOY BO
«BI'A®K».
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2 3apaum C3I1n

OcnoBuo#t 1ienbio C3I1JIH sBsieTCss MUHUMH3AIUS yiepOa OT BO3MOXKHON

peanuzauuu yrpo3 6ezonacHoctu [1/]H.

Jlns mocTrykeHHMsT OCHOBHOM Ielm cucrteMa OesomacHoctu IIJIH moimkHA

oOecrieunBath 3QPEKTUBHOE PEIICHHUE CICAYIOMIMX 3a/1a4:

3alUTYy OT BMemartenscTBa B mporecc ¢ynkinuonupoanus WCIIdn
MOCTOPOHHMX JHI (BO3MOXKHOCTh ucnois3oBanus UMCIIJIH u poctyn k ee
pecypcam JOJDKHBI MMETh TOJIBKO 3apEruCTPUPOBAHHBIE YCTAaHOBJIEHHBIM
MOPSIAKOM IOJIb30BATENH );

pasrpaHMYeHHE  JOCTYNA  3apETUCTPUPOBAHHBIX  IIOJNB30BATENEN K
anmapaTHbIM, MpPOrpaMMHBIM M HUH(popmarmoHHbiM pecypcam  HCIIIn
(BO3MOXXHOCTD JIOCTYIIA TOJBKO K TEM PECypcaM M BBIMOJHEHUS TOJIBKO TEX
ornepauuid ¢ HHUMH, KOTOpbIe HEOOXOJIMMBI KOHKPETHBIM IMOJIb30BATENISIM
NCTIJIH nmst BBITOJHEHUS CBOUX CITYKEOHBIX 00S3aHHOCTEH ), TO €CTh 3aIUTY
OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA!

K uH@opMmauuu, nupkynupyromeit B UCIT/1H;

cpeactBaM BerurciauTenbHou Texuuku UCI/IH;

anmapaTHbIM, MPOTPAMMHBIM U KPUNTOTPA(PUUECKUM CpPECTBaM 3alllUTHI,
ucnoias3yembiM B UCIIIH;

PETUCTPALIMIO IEUCTBUN ITOJIb30BATENIEN MPU MCTIOJIB30BAHUU 3alMIIAEMbBIX
pecypcoB MCII[IH B CHUCTEMHBIX >XYypHajlax M IEPUOJUYECKHUN KOHTPOJIb
KOPPEKTHOCTH  JCHUCTBUU  TOJIb30BATEJIEW CUCTEMBl IIyTEM  aHaln3a
COZIEP’KUMOT0 ITHX KYPHAJIOB;

KOHTPOJIb LEIOCTHOCTH (0OecriedeHrne HEM3MEHHOCTH) CpEeIbl HUCIIOIHEHUS
IIPOrPaMM U €€ BOCCTAHOBJIICHUE B CIIyyae HapyILICHUS;

3alIUTY OT HECAHKIIMOHUPOBAHHON MOIU(UKALUUA U KOHTPOJIb LIETOCTHOCTH
ucnonb3yeMmbix B UCII/IH nporpaMMHBIX CPEACTB, a TAKKE 3aIUTY CUCTEMBI

OT BHCAPCHMA HCCAHKIIMOHHUPOBAHHBIX ITPOrpaMMm;
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ammuty [IJIH OT yTeuku Mo TEXHUYECKUM KaHallaM Ipu ee o0padoTke,
XPAaHEHUU U MIepeaye o KaHaJlaM CBSI3H;

amuty [IJIH, XpaHumoii, oOpabaThiBaeMOl U TeperaBacMoOi IO KaHajiam
CBSI3U, OT HECAHKI[MOHUPOBAHHOTO Pa3TJIAllICHUs WJIM UCKAKECHHUS;
oOecrieyeHUe  JKUBYYECTH  KPHUNOTOrpaQUUYECKUX  CPEACTB  3allUThI
uH(dOpMAaIUU IPU KOMIIPOMETALIMU YaCTH KIIOYEBON CUCTEMBI,
CBOEBPEMEHHOE BBISBJICHUE MCTOYHUKOB yrpo3 Oe3zonacHoctu [1J[H, mpuuuH
U YCJIOBUH, CIOCOOCTBYIOIIMX HaHECeHHIO yiiepba cyobektam [11H,
CO37laHlEe MEXaHU3Ma ONEPATUBHOIO pearupoBaHMs HA YIpo3bl 0€30MaCHOCTH
I1JIH u HEeraTUBHBIC TCH/ICHIIUY;

CO3/IJaHUE€ YCJIOBHUM JUIsi MUHUMU3AIMK U JOKaJU3allid HAHOCUMOTO yliepoa
HEMPaBOMEPHBIMU  JIEUCTBUSMU ~ (PU3MYECKUX U IOPUAMYECKUX  JIUII,
oclla0JIeHHe HETaTUBHOTO BJIMSHUS U JUKBUAAIMS MOCIEACTBUI HapYIICHUS
oe3omacuHoctu 11/1H;

00OpyZI0BaHUE U OXpaHA MIOMEIIECHUH, TJIe XPaHATCS MePCOHAIbHBIC JaHHbBIC;
COOJIIOJIEHNE TIOpSAJIKAa XPaHEHHUS TMEePCOHAIBHBIX JaHHBIX Ha OyMa)XHBIX
HOCHUTETISX;

coOJII0ICHUE TIOpsIIKA XpaHEHUs KJII0Yel OoT momMetneHuit riae xpaunsres [1J[x
Ha OyMaXHBIX HOCUTEIISX;

COOJTI0/IeHNE TIOpSIKa pabOThl UCTIOJIHUTETIEH C IEPCOHATLHBIMY TAaHHBIMU Ha

OyMa)kKHBIX HOCUTEIISIX HHPOPMAIIIH.
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3 OO0BeKTHI 3aIUTLI

Ilepeyenb uHGPOPMALMOHHBIX CHCTEM
B ®I'bOY BO «BI'A®K» mnpousBoautcs o0paboTka MNepCOHATBHBIX

JaHHBIX B HWHGMOPMALMOHHOW cHCTeMe OOpabOTKU MEPCOHAIBHBIX JaHHBIX
(UCITAn).
[lepeuens WCII[IH ompenenserca B mpouecce padOTbl KOMHUCCHH, I10

uToram padboT KoTopoit coctanisiercs akT kinaccudukanuu UCIH.

IlepeuyeHb 00bEKTOB 3aIIIUTHI
OObeKTaMu 3allUThI ABISIOTCS — HHpopManus, oopadateiBaemas B MCIIT/IH,

U TEXHUYECKHE CpeicTBa €€ 00padoTku u 3amuThl. CHUCOK MEPCOHATBHBIX
JIAaHHBIX, MOJyIeXKalle 3anmTe, onpeaeneH B [lepeuHe mepcoHaIbHBIX JaHHBIX,
nojexamux 3amnure B UCI/IH.
OOBEKTHI 3aIUTHI BKIIOYAIOT:
*  OOpabatbiBaemasi HHGOpPMAIIHSL.
e  Texuonoruueckas uHboOpMaIIHs.
e  IIporpaMMHO-TEXHHYECKHUE CPEJICTBA OOPAOOTKHU.
. Cpenctsa 3amutsl [1J1H.
«  Kanansl uHPOpMAITMOHHOTO OOMEHA U TEICKOMMYHUKAIIUH.

. OOBEKTHI U MOMEUIEHUS, B KOTOPBIX pa3MelieHbl komnoHeHTsl UCIT(H.
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4 Knaccudpukanus nogan3oateneid UCIIIn

[Tonb3oBatenem  WCIIJJH  sBaseTrcs  AMIO,  y4acTBYIOIIEE B
GYyHKUIMOHUPOBAHUM WHOOPMAIITMOHHONW CHCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
UCIIOJIB3YIOIIee pe3ysnbTarthl ee (yHkruonupoBanusa. I[lomszoBarenem MCII/IH
apisietcs Jo0oi cotpyaHuk PI'BOY BO «BI'A®K», umerommii gocTtynm K
HUCIIIH u ee pecypcaM B COOTBETCTBMU C YCTAHOBJICHHBIM TMOPSIKOM, B
COOTBETCTBHHU C €T0 (DYHKIIMOHATBLHBIMU 00S13aHHOCTSIMH.

[Tonws3zoBatenu UCIIIH nensTcs Ha TpU OCHOBHBIE KATETOPUU:

AnMuHHCTPATOp HHOOPMAITMOHHON OE30ITaCHOCTH.

Corpynauku ®I'BOY BO «BI'A®K», kOTOpble 3aHMMAOTCS HACTPOMKOM,
BHEJPEHUEM M CONPOBOXKJIEHUEM cHcTeM Oe3omacHocTH. AnmuHuctpatop Wb
o0JaaeT caeAyoluM YPOBHEM I0CTyA!

e oOnanaer nosHOI MHGOpPMaIMEl 0 CUCTEMHOM U MPHUKJIAJIHOM IPOrpaMMHOM
obecnieuenuu UCIIH;
e obOnanaer nosHOW MH(OpMaALIMEN 0 TEXHUUECKUX CPEACTBAX U KOH(MUTYypaLu

NCTI/IH;

*  HMEEeT JIOCTYN KO BCEM TEXHUYECKUM CpeacTBaM oOpaboTKu MHGOpMAIMH U
nanasiM UCIT/IH;

*  He o0yiagaeT mpaBaMu KOH(PHUTYpUPOBAHUS W aIMUHUCTPATUBHON HACTPOUKH
texHnueckux cpencts UCII/H.

Anpmuauctparop UCIH.

Corpynaukun  ®I'BOY BO  «BI'A®K», kotopele  3aHUMAIOTCS
COIPOBOXICHUEM MTPOrPaMMHOTO OOeCTIieueHUs!.
Anmvunuctpatop UCIIJIH o6nanaer caeayomuM ypoBHEM IOCTYTIA:
* obOmamaer wuHpopmamuedr o0 anropuTMax U MHporpammax o0pabOTKH
nHdopmaruu Ha UCIIH;
 o0Onamaer BO3MOXKHOCTSMHM BHECEHHUS OMIMOOK, HEIEKIapUPOBAHHBIX

BOSMO)I(HOCTeﬁ, MMPOIrpaMMHBIX  3dKJIAA0K, BPCAOHOCHBIX IIpOTrpaMM B
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nporpammHoe obecnieuenue VMCII/IH Ha cranuu ee pa3paboTKu, BHEAPEHUS U
COIIPOBOXICHHUS;

MOJKET pacmojarath JOObIMH (parMeHTaMu WHGOPMAIMU O TOMOJIOTHH
UCII[ln u TexHu4yecKkux cpeAcTBax oOpaboTku u 3amutel [1J]H,
oOpabarbiBaembix B UCIT/IH;

oOnamaeT mpaBaMu KOH(QHUIYpUPOBAHHUS U aJIMUHUCTPATUBHON HACTPONKU
texHnueckux cpencts UCIIH.

Omneparop UCIT/H.

Corpynuuku nonpaszaeneHuid ®I'bOY BO «BI'A®K» yuacTByromux B

nporecce skcrmyatanun WCIT[a. Omneparop MCIIJIH oGmamaer ciaemayronmm

YPOBHEM JIOCTyMA!

o0nazaeT BCEMM HEOOXOJUMBIMU aTpuOyTamMu (HampuMmep, MapoJieM),
00€eCIeynBaOIMMU JTIOCTYII K HEKOTOpOMY IoAMHOkecTBY 11/1H;

pacojiaract KOH(I)I/II[eHI_[I/IaJ]I)HBIMI/I JaHHBbIMH, K KOTOPBIM UMCCT OOCTYII.
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3) OCHOBHBIE NIPUHIMIIBI IOCTPOCHUSI CHCTEMbl KOMILJIEKCHOM 31U ThI
uHpopManuu

[Toctpoenune cuctembr obecneuenust 6ezonacHoctu [1Jln UCII[Ilnx ®I'BOY
BO «BI'A®K» u ee ¢GyHKUMOHUPOBAaHUE JIOJKHBI OCYIIECTBISTHCS B
COOTBETCTBHHU CO CJIEAYIOIIUMHU OCHOBHBIMU IPUHIUATIAMU:
*  3aKOHHOCTH;
*  CHCTEMHOCTH;
*  KOMIUIEKCHOCTB;
*  HENPEPBIBHOCTS;
*  CBOEBPEMEHHOCT;
*  MPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS,
*  MEpPCOHaJIbHASI OTBETCTBEHHOCTD;
*  MHUHUMM3AIMA MOJHOMOYHIA;
*  B3aUMOJCHCTBUE U COTPYIHUYECTBO;
*  TUOKOCTh CUCTEMBI 3aIUTHI;
*  OTKPBITOCTh AJITOPUTMOB U MEXAHU3MOB 3allIUTHI,
*  MPOCTOTA NPUMEHEHUS CPEICTB 3ALUUTHL;
*  Hay4dHas 000CHOBAaHHOCTh U TEXHUYECKAS PEATU3yEMOCTb;
*  crHeuManuzanus U npodecCuoHaIN3M;

*  0053aTeNbHOCTh KOHTPOJIS.

3aKOHHOCTH
[Ipeamonaraer OCYIIECTBIACHUE 3alIUTHBIX MEPONPHITHH W pa3paboTKy

C3llJn  ®I'bBOY BO «BI'A®K» B COOTBETCTBUM C JEHCTBYIOIIUM
3aKOHOAATEILCTBOM B 00JsiacTH 3amuThl [1/[H U Apyrux HOPMATHUBHBIX AKTOB IO
0e3onacHocTH MHGOPMAIUU, YTBEPKIESHHBIX OpraHaMH TOCyJAapCTBEHHON BJIACTH

M YIIPABJICHUA B IPCALCIaX UX KOMIICTCHIINH.
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[Tonb3oBatenu u obcnyxuBatomuii nepconan I1ln UCIIn ®I'BOY BO
«BI'ADK» nomkHbl OBITH OCBEIOMJICHBI O TOPSAAKE padOThl C 3alIUIIAEMOM
uHpopMaIueit 1 06 OTBETCTBEHHOCTH 3a HapyllleHue mopsiaka 3amutsl [1/]H.

CucreMHOCTH
Cucremubii moaxon k mnoctpoenuto C3IIJJu ®T'BOY BO «BI'ADK»

IpEeAnojgaraeT  yd4eT BCEX  B3aUMOCBS3aHHBIX, B3aWUMOJCHCTBYIOLIUMX U
U3MEHSIOIIMXCSI BO BPEMEHHU 3JIEMEHTOB, YCIOBHH U (DaKTOPOB, CYIIECTBEHHO
3HAYMMBIX JUIsl MIOHUMaHUA W pelieHus npooOsemsl obecrieyeHus: 0e30MacHOCTU
[1Ja UCITn ®I'BOY BO «BI'ADK».

[Ipn co3maHuM CUCTEMBI 3alllUTHl JIOJDKHBI YYUTBIBATHCS BCE Cladble U
HamOoJiee ys3BUMbIE MecTa cucteMmbl o0Opabotku I[I/[H, a Takxke Xapakrep,
BO3MOXKHbIE OOBEKTHI U HAIIPABJICHUS aTaK HA CUCTEMY CO CTOPOHBI HapyILIUTENIEH
(oco0eHHO BBICOKOKBAJIM (PUIIMPOBAHHBIX 3JI0yMBIIUIEHHUKOB), Iy TH
NpoHUKHOBeHUs! B pactpeneneHusle cucrembl 1 HCJl k undopmanuu. Cucrema
3aIUMTHI JIOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KaHAJIOB
nponukHoBeHus: 1 HCJI k uHpopManuu, HO U ¢ y4€TOM BO3MOKHOCTH MOSIBJICHUS

MPUHITUITHATBHO HOBBIX MTyTEH peanu3aiuu yrpo3 0€30MacHOCTH.

KoMmiekcHoCTh
KoMiuiekcHOe HuCIoJib30BaHUE METOJIOB U CPEACTB 3aIMTHI MPEATIONaraet

COTJIACOBAHHOE MPUMEHEHUE PAa3HOPOJHBIX CPEACTB MPHU MOCTPOCHUM LIEIOCTHOMN
CHUCTEMbI 3alllUThI, MEPEKPHIBAIOIICH BCE CYIICCTBEHHBIC (3HAUYMMBIC) KaHabl
peanu3anuyu yrpo3 M HE CoJiepkKaliei caabblX MECT Ha CThIKaX OT/ACIbHBIX ¢
KOMITOHEHTOB.

3amura A0HKHA CTPOUTHCS AUIETOHUPOBaHO. I KaKI0ro KaHana yTeuKu
uHoOpMaAIUU W IS KaXIOM yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh
HECKOJIbKO 3alUTHBIX pyOexkelt. Co3naHue 3alUTHBIX pyOekel OCyIeCTBISETCS C

Y4€TOM TOIO, YTOOBI A1 UX MMPCOJOJICHUA TMOTCHUHUAJIBHOMY 3JIOYMBIIIJICHHUKY
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TpeOOBaNUCh MPO(ECCHOHAIBHBIE HABBIKM B HECKOJBKMX HEB3aWMOCBS3aHHBIX
o0nacTsx.

Buemnss 3amura 1omkHa obOecreduBaThCs (PU3MUECKUMH CpPEICTBAMU,
OpraHM3allMOHHBIMU M TPaBOBbIMH Mepamu. OJHUM U3 HanloJiee YKpEIJICHHbIX
pyOexel mpu3BaHbl ObITh CPEACTBA KPUIITOTPA(YUUECKON 3aIUTHI, PEAIU30BaHHbIC
c wucnoib3oBanueMm TexHosornn VPN. IlpukiagHoil ypOBEeHb — 3allMTHI,
YUUTHIBAIOIIMI OCOOCHHOCTH MPEAMETHOM 00JIacTH, MPEACTABISAECT BHYTPEHHHM
pyOEK 3aIUTHI.

HenpepsiBHOCTD 3amuThl I1/1H
3amura [I/[H — HEe pa3oBoe MEpPONPHUITHE U HE MPOCTasi COBOKYIMHOCTH

MPOBEJICHHBIX MEPOIPUSATUM U YCTAaHOBJICHHBIX CPEJICTB 3aIUThI, @ HEMIPEPHIBHBIM
L[E€JICHAINIPABJICHHBIM MPOLECC, NPEANOJArarllliil MPUHITHE COOTBETCTBYIOLIUX
Mep Ha Bcex aranax xu3HeHHoro uukiaa UCITIH.

NCIIAH nomKHbI HAXOAUTHCA B 3aILUIIEHHOM COCTOSIHUM Ha MPOTSKEHUH
BCETO BpeMEHU HUX (YHKIIMOHMPOBaHWA. B COOTBETCTBUU C STUM MNPUHIIUIIOM
JOJDKHBI NPUHUMATBCS Mepbl 1o  HenomymeHuto nepexoaa MCIIH B
HE3aIHUIIEHHOE COCTOSIHUE.

BonbmMHCTBY (U3MYECKMX U TEXHUYECKUX CPEACTB 3alUThl  JJIs
7G()EKTUBHOTO  BBIMOJHEHUS CBOMX (YHKIMI  HEOOXOJAuMMa  IMOCTOSHHAsS
TeXHUYECKast u OpraHU3alMOHHAs (amMuHUCTpaTHUBHAS) MO IePIKKa
(cBOeBpeMeHHasi CMEHa M O0ecCIeueHHE MPABWIBHOTO XpPaHEHUs U NMPUMEHEHHS
WMEH, TapoJied, KIder mudpoBaHus, NEPEONPEACICHUE TMOTHOMOYNNA | T.11.).
[lepeppiBbI B  paboTe CpPEACTB 3allUThl  MOTYT OBITb  HMCIOJIb30BaHbI
3JIOYMBIIIJICHHUKAMU IS aHAlIi3a MPUMEHSIEMBIX METOJOB M CPEJICTB 3AIMTHI,
JUIS BHEJIPEHUS CIIEUUATIBHBIX MPOrPAMMHBIX U annapaTHBIX "3aKIaloK" U JIpyrux
CPEACTB  TPEOAOJIEHUS] CHUCTEMBI  3allMTBl  IOCJIE€  BOCCTAHOBIICHUSI €€

(GYHKIITMOHUPOBAHMS.

CBOEeBpEeMEHHOCTH



26

[Ipennonaraer ynpexaaronui xapakTep Mep oOecreueHusi Oe30MacHOCTH
IT1/IH, TO ecTh MOCTAaHOBKY 3aj1a4 1o komiiekcHou 3amute UCIIIH u peanuzamuio
mep obecrieuenus 6e3omacHocTu [1/1H Ha pannux craausx paspadborku WUCII/IxH B
IEJIOM U €€ CUCTEMBbI 3aIlUThl UH(POPMAIIUHY, B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3aluThI TOJDKHA BECTHCH MApauIeIbHO C pa3paboTKOM
U Pa3BUTHEM CaMOM 3allMIIAEMOl CUCTEMbl. DTO MO3BOJUT y4eCTh TpeOOBaHUSs
0€30IacCHOCTH TIPU IIPOCKTUPOBAHUH APXUTEKTYpPHl U, B KOHEUHOM CUETE, CO3/aTh
oosee S(ddekTuBHBIC (Kak 1O 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)

3aIlIUIIICHHBIC CUCTCMBI.

HpeeMCTBeHHOCTL H COBECPIICHCTBOBAHUE
HpennonarafoT IMOCTOAHHOC COBCPHICHCTBOBAHHUC MCP M CPCACTB 3allUTHI

uH(pOpMAIIUU Ha OCHOBE IMPEEMCTBEHHOCTH OPTaHM3AIMOHHBIX U TEXHUYECKHUX
pelieHnii, KaapoBOro cocraBa, aHanu3a ¢QyHkiuoHupoBanus WCII[IH u ee
CUCTEMbl 3alIUThl C yYETOM HU3MEHEHHWH B METOJaXx W CpEeACTBaxX IepexBaTa
uHdopMaIuu, HOPMATUBHBIX  TpeOOBaHMN MO  3alIUTe, JIOCTUTHYTOTO

OTEUYECTBEHHOI'0 U 3apy0OEKHOT0 OMBITA B 3TOM 001aCTH.

HepCOHaJILHaH OTBETCTBCHHOCTD
HpennonaraeT BO3JI0XCHHC OTBCTCTBCHHOCTH 3a oOecrieucHue

6esonmacHoctu [I/IlH w cuctembl mx 0OpabOTKM Ha KaXJOTO COTPYJHUKA B
mpenenax ero MoJHOMOYNNA. B COOTBETCTBUU € ATUM MPUHIIMIIOM paclpeeieHue
npaB ¥ O0S3aHHOCTEH COTPYJAHHKOB CTPOUTCS TaKMM 00pa3oM, 4TOOBI B CiIydac
J000TO HApYIICHWs KPYr BUHOBHUKOB OBLT YETKO W3BECTCH WM CBEIEH K

MUHUMYMY.

HpuHIUNn MUHMMHA3ALUUA TOJTHOMOYUIA
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O3Hauaer MpeaoCTaBJICHUC I10JIB30BATCIIEIM MHUHHUMAJIBHBIX IIPpaB AOCTYIIA B
COOTBCTCTBHUHU C HpOHBBOHCTBeHHOﬁ H€O6XOI[I/IMOCTI>I-O, Ha OCHOBC IIpHUHIMUIIA «BCC,
YTO HC pa3pCUICHO, 3aIlIPCIICHO.

I[OCTYH K HI[H JOJDKCH IIPCHOCTABIIATLCA TOJIBKO B TOM ClIydac H O6T)CMC,
€Clin 3TO HCOGXOI{I/IMO COTPYAHUKY MOJIsI BBIIOJHCHUA €TI0  JOJDKHOCTHBIX

00s13aHHOCTEMN.

B33HMOI[CI7[CTBI/Ie H COTPYAHUYIECTBO
HpezmonaraeT CO31aHHC 6JIaFOHpPI}ITHOI>'I aTMOC(I)epBI B KOJIJICKTHBax

noApaszaeneHuid, obecneyuBaronux aestenabHocts WCIIIH dI'bOY BO
«BI'A®K», nns CHUKEHHSI BEPOATHOCTA BO3HUKHOBEHHUSI HETATUBHBIX JCHCTBUI
CBSI3aHHBIX C YEJIOBEUYECKUM (haKTOPOM.

B Takoii 00CTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIOAThH
YCTAaHOBJICHHBIE TMpaBWIa ©  OKa3blBaTh COJCHUCTBHE B  JEITEIBHOCTH

Mo/Ipa3/ieICHU N TEXHUUECKOU 3aIUThl HHPOPMAIIHIH.

I'mokocTb cucrembl 3amuThl 11/{H
[IpuHsaTEIE MEphl M YCTAHOBJICHHBIC CPEJICTBA 3aIllUThl, OCOOEHHO B

HaYaJIbHBIN MMEPUO MX IKCIUTyaTaIlliH, MOTYT 00CCIICUMBATh KaK YPE3MEPHBIN, TaK
W HEIOCTAaTOYHBIM YpOBEHb 3ammMThl. [ oOecrieyeHuss BO3MOXKHOCTH
BapbUPOBAHUS YPOBHEM 3alIUIICHHOCTH, CPEACTBA 3allUTHI JIOJDKHBI 00J1a7aTh
OnpeieIeHHOM THOKOCThI0. OCOOEHHO BaXKHBIM ITO CBOMCTBO SIBISICTCS B TEX
ClIy4asiX, KOTJla YCTaHOBKY CpPEJICTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paboTarmyr0o  CUCTEMy, HE  Hapymas Ipolecca €€  HOPMaJIbHOTO

(GyHKIHOHUPOBAHUS.

OTKprTOCTL AJITOPUTMOB U MEXAHU3MOB 3aIIIMThI
CYTB IMpUHOUIIA OTKPBITOCTH AJITOPUTMOB M1 MCXaHHU3MOB 3aIIUThI COCTOUT B

TOM, 4YTO 3amuTa HC OOJDKHA o0ecrneynBaThCsd TOJIBKO 3a CYET CCKPCTHOCTHU

CTPYKTYPHOUM OpraHu3aldd M airoputMoB (YHKUIHOHHUPOBAHUS €€ TOJICUCTEM.
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3HaHWe aIrOpUTMOB pabOThl CUCTEMBI 3aIIUTHl HE JOJDKHO JaBaTh BO3MOXKHOCTHU
ee mpeojosieHus (naxe aBropam). OHaKo, 3TO HE O3HAYAET, UTO MHMOpMAIHUs O

KOHKPETHON CHUCTEME 3allUThI JOJHKHA OBITH OOIIETOCTYIHA.

HpOCTOTa NMPUMEHECHUSA CPEACTB 3allIUThI
MexaHu3MbI 3allIUThl AOJI?’KHBI OBITH HHTYUTHUBHO IIOHATHBI H IIPOCTHI B

uCroyib30BaHuu. [IpuMeHeHne cpencTB 3aluThl HE JOJDKHO OBITH CBS3aHO CO
3HAHUEM CHEIUANIbHBIX S3BIKOB WJIA C BBINOJHEHUEM JEUCTBUM, TpeOyIOmuX
3HAUUTEIBHBIX  JIOTIOJHUTENBHBIX  TpyAo3aTparT TMpu  OObIYHONW  pabdoTe
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TOPSJIKOM TIOJIb30BaTeNed, a TakKe He
JIOJKHO TPeOOBaTh OT MOJIb30BATEIISI BHINOTHEHUS] PYyTUHHBIX MAJIOMOHATHBIX €My
oneparnuil (BBOJ HECKOJIBKHX MApoJIe U UMEH U T.J.).

JloibkHa JOCTUTaThCs aBTOMATH3allMsl MaKCHUMaJIbHOTO YMCIAa JEHCTBUI

nosib3oBateneit u agmuuuctparopos UCIIIH.

HayuHast 000CHOBAaHHOCTH U TEXHUYECKAs peajin3yeMocThb
NudopmarimonHbie TEXHOIOTHH, TEXHUYECKHE U TPOTPaMMHBIC CPEJCTBA,

CpeACTBa U Mephl 3allUThl WH(POpPMAIMU JOJDKHBI OBITh peaau30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTUS HAYKH U TEXHHKH, HAYYHO OOOCHOBAHBI C TOYKHU
3pEeHHST JOCTHKEHUS 3aJaHHOTO YPOBHS O€30MacCHOCTH WMH(OpPMalMKU U JOJKHBI
COOTBETCTBOBAaTh YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHMUSIM IO O€30MaCHOCTH
IT/1n.

C3I1/In gomkHa OBITH OPUEHTUPOBAHA HA PEIICHUS, BO3MOXHBIE PUCKU IS
KOTOPBIX M MEphl MNPOTUBOJACUCTBUSI ATUM pHUCKAM MPOUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTHUUECKYIO MTPOBEPKY.

Crnenuanuzanus 1 npoeccuoHaIN3M
[Ipeamonaraer mpuBICUYCHHE K pa3padOTKE CPEJCTB W peaTu3alui Mep

3alIUThI I/IH(I)OpMaHI/II/I CIICINAJIIN3UPOBAHHBIX OpFaHHSaHHﬁ, Hanooee

MNOATOTOBJICHHBIX K KOHKPCTHOMY BHAY JACATCIBHOCTH IIO 00eCIeYeHHIO
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oe3onacHoctu [1JIH, UMEIOMIKUX OMBIT MPAKTUYECKOU PAOOTHI U TOCYIaPCTBEHHYIO
JUIICH3WI0 Ha TIpaBO OKa3zaHUs yclIyr B 9OToM oOnactu. Peanuzarus
aAMUHUCTPATUBHBIX ~MEp W OKCIUIyaTallUsl CPEACTB  3alllUThl  JIOJKHA
OCYIIECTBIITHCA MPOPECCHOHATIBHO MOATrOTOBICHHBIMU crenuanuctamu GI'bOY
BO «BI'ADK)».

00513aTEILHOCTH KOHTPOJIA
[Tpenmonaraer 0053aTE€IBLHOCT M  CBOEBPEMEHHOCTb  BBISIBICHUA U

MpECceUYeHUsT TOMBITOK HAPYIICHUS YCTAHOBJICHHBIX MpaBUi oOecTedYeHus
6e3onacHoctu [IJ[H Ha OCHOBE HCHOJIB3YEMBIX CHCTEM U CPEACTB 3allUTHI
uHpopMallMu NpU COBEPIICHCTBOBAHUM KPUTEPUEB U METOJOB OLICHKHU
() PEKTUBHOCTU ATUX CUCTEM U CPEJICTB.

KoHTposnib 3a AesSTeNbHOCTBIO JIOOOTO TOJIb30BaTelNs, Ka)JIO0ro CpeiCcTBa
3alIUTHl 1 B OTHOIIECHUH JIFOOOTO OOBEKTa 3aIUTHI JOKEH OCYIIESCTBISITHCA Ha
OCHOBE MPUMEHEHUSI CPEACTB ONEPATUBHOTO KOHTPOJIS M PETUCTPALUU U JTOJIKEH
OXBaThIBaTh KAaK HECAHKI[MOHUPOBAHHBIE, TAK M CAHKIMOHUPOBAHHBIE IEHCTBUS

OJBb30BaTENIEN.
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6 Mepbl, MeTOABI M CPeCTBA o0ecnedyeHusi TPeOyeMoro ypoBHsi
3alUIEHHOCTH

ObecrieueHne TpeOyeMOro ypoBHsI 3aIUIIIEHHOCTH JTOIKHOCTU JOCTUTAThCS
C WCIONB30BAaHHUEM MeEp, METOJAOB M CpPEACTB 0Oe30macHOCTH. Bce wmeps
obecrieuenus 6ezonacHoctu MCII/In moapasnenstorcs Ha:
*  3aKOHOJATeNbHBIC (TIPABOBKIC);
*  MOpPaJIbHO-3TUYECKUE;
*  OpraHuM3alMoHHbIC (aAMUHUCTPATUBHBIC);
*  (usuueckue;

*  TEXHHUYECKHE (ammapaTHbIC U MPOrPaMMHEIE).

3akoHoAaTe/IbHbIE (IPAaBOBbIE) MEPbI 3ALIUThI
K npaBoBbIM MepaM 3alIUThl OTHOCATCS JCHCTBYIOIIUE B CTPAaHE 3aKOHHBI,

yKa3bl 1 HOPMATHUBHBIC aKThI, pPErIAMEHTUPYIOIINE MpaBmwia oopamenus ¢ I1/1H,
3aKPETUISIONIHE TIpaBa U 00S3aHHOCTH YYaCTHUKOB WH(DOPMAITMOHHBIX OTHOIIEHUN
B IIporiecce ee¢ oOpabOTKM W UCIIOIb30BaHHUSA, a TaKXKe YCTaHABIMBAIOIINC
OTBETCTBEHHOCTh 3a HApYIICHUS OSTHUX MpaBWJ, MPEMATCTBYS TEM CaMbIM
HEMIPaBOMEPHOMY HCTOJb30BaHui0 [IJ[H W sBisMomuyecs CASPKUBAIOIIAM
(daxkTOpOM JIJIsl TOTEHITUATBHBIX HAPYIITHTEIICH.

[IpaBoBbIC MephI  3alIUTBI HOCAT B  OCHOBHOM  YIPEKIAIOIINH,
PO HIIAKTHIECKUH XapaKTep U TPeOYIOT MOCTOSIHHON Pa3bICHUTEIHLHON pabOThI C

IIOJB30BATCIISIMU U O6CJ'Iy>KI/IBaIOIHI/IM IICPCOHATIOM CUCTCMBI.

MopaJIbHO-3THYEeCKHE MepPbl 3a1UThI
K MOpanpHO-3TMYECKMM MepaM OTHOCSTCS HOPMBI ITOBEIEHHUs, KOTOPBIE

TPAJULMOHHO CJIOKWJIMCh WM CKIIAJIBIBAIOTCA MO Mepe pacnpocTtpanenns OBM B
CTpaHe WM OOmecTBe. OTH HOPMBI OOJbIIEH YacTbl0 HE  SBISIOTCS
00s3aTeIbHBIMU, KaK 3aKOHOAATEIbHO YTBEPKACHHbIE HOPMATHUBHBIC aKThI,

OJHAKO, HX HGCO6JII-O,II€HI/I€ BEACT OOBIYHO K MNaaCHUIO aBTOPHUTCTA, IMPCCTHKA
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4eJI0OBEKa, TPYIIIbI JIML WIK OpraHu3aiui. MopaabHO-3THYECKHE HOPMbI ObIBAIOT
KaK HemucaHble (HanpuMmep, OOIIepU3HaHHbIE HOPMbI YECTHOCTH, TATPUOTU3MA U
T.I.), TaK U MHCaHBIC, TO €CThb O(OPMIICHHBIE B HEKOTOPBI CBOJ (YCTaB) MpaBMII
WIN [IPENNUCaHU.

MopanbHO-3TUYECKHE MEphl 3alIUTHl SIBISIOTCS NPOPUIAKTHYECKUMH U
TpeOYIOT MOCTOSIHHOW pabOoThl MO CO3/AaHUIO 3JOPOBOTO MOPAIbHOIO KJIMMaTa B
KOJUIEKTUBAxX IOApa3JieieHnii. MOpaJbHO-ITUYECKUE MEphl 3allUThl CHUXAIOT

BCPOATHOCTL BOSHUKHOBCHUS HCTATUBHBIX HCﬁCTBHﬁ CBA3aHHBIX C YCJIIOBCUCCKHUM

dbakTopom.
Opranu3annoHHble (AAMHUHUCTPATHBHBbIE) MEPbI 3aIUTHI
OpraHu3aruoHaple  (aMUHUCTPATHBHBIE) MEPHI 3allUTBI - 3TO MEPHI
OpraHU3aluOHHOTO XapakTepa, pErlaMeHTUPYIOITNE IPOLIECCHI

¢bynkunonupoanuss UCII/IH, ucnons3oBanue pecypcoB MCIIJIH, nedarenbHOCTH
00CITy’KMBAIOIIETO MEepPCOHaNa, a TAK)Ke MOPSA0K B3aUMOJCHCTBHS MOJIb30BaTENCH
c UCII[n Takum oOpa3om, 4TOObI B HauOOJIbIIEH CTENEHU 3aTPyIHUTH WIIH
VCKJIFOUYUTh BO3MOKHOCTh pEalM3aluu yrpo3 0€30MaCHOCTH WM CHU3UTH pa3Mep
IIOTEPH B CIIy4ae UX peau3alyi.

['maBHass uenab aaIMUHUCTPATUBHBIX Mep — cdopmupoBath llomuTuky
uHdopmarmonHoii Oe3omacHoctu [IJ[H (oTpaxkarolnryro MOAXOABI K 3alllUTe
uHbopMalun) U 00eCTeYUTh €€ BBINMOIHEHUE, BBIICIIS HEOOXOAUMbIE PECypChl U
KOHTPOJUPYS COCTOSIHUE JIETI.

Peanuzanms [lomutuku nadopmarmonnoit 6e3onmacHoctu [1/In B MCIIIn
COCTOSIT U3 MEp aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3ALMOHHBIX (ITPOLIETYPHBIX )
Mep 3alIUThl UH(pOpMaIUK.

K agMHHHCTpaTUBHOMY YpPOBHIO OTHOCSITCS PEIIEHHS PYyKOBOZCTBA,
3atparuBatomue aearenbHoctb UCIT/IH B 1ieoM. OTH pelieHus 3aKperuisitoTcs B
[Tonutuke mHpopmannoHHON OGe3omacHOCTH. [IpuMepoM Takux pemeHHl MOryT

OBITh:
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*  MpUHATHE peuieHuss o0 (OPMHUPOBAHUM WM MEPECMOTPE KOMILIEKCHOM
nporpamMmsbl obecnieuenus 6ezonacHoctu [1/1H, onpenenenrne 0TBETCTBEHHBIX
3a ee peaIn3aLuIo;

*  (dopMmynupoBaHHe IIeNiel, NMOCTAaHOBKA 3a/ay, OINpeAeNiCHHEe HampaBlIeHUM
nesTeIbHOCTH B 00nactu 0e3onacHoctu [1/1H;

*  MPUHATHE PEIICHUN MO BONPOCAM pealM3ali MporpaMMbl 0€30MaCHOCTH,
KoTopble paccmatpuBaroTcsa Ha ypoBHE PI'BOY BO « BI'AD®K» B nienowm;

e obecrnieueHue HOPMATUBHOM (ITPaBOBOI) 0a3bl BOMPOCOB OE30MACHOCTH U T.1I.

[Tonutrka BEepXHEro ypOBHS JOJDKHA YETKO OUYEPTUTH cepy BIUSHUA U
OTpaHUYCHMs TIPU OTpeesieHnH Teneit 6ezonacHoctu [1J[H, onmpenenuTs KakuMu
pecypcamu (MarepualbHble, MEpPCOHAT) OHM OyAyT JOCTUTHYTHI W HaWTH
pPa3yMHBI KOMIIDOMHCC MEXIy MpPUEMIIEMbIM YpOBHEM O€30MacHOCTH U
¢ynkunonansHOCTHI0 UCIT/IH.

Ha opraHu3alliOHHOM YpOBHE OMNPEAENAIOTCA MpOLEAYypbl M IpaBuiIa
JOCTIDKEHUSI 11esiel U pemenus 3aaa4 [lomutuku nHPopMalmoHHOM 6€30macHOCTH
[1/I1. DT paBuiIa ONpPeneIAtOT:

*  KakoBa 00JIacTb MPUMEHEHU MOMUTHKHU O6e3onacHocTh [1/]H;

* KakoOBBl pOJM U OOS3aHHOCTH JIODKHOCTHBIX JIMI], OTBEYAIOIIHME 32
npoBeleHne ToMuTUKH Oe3zonacHocTr [IJIH, a Takke HUX YCTaHOBUTH
OTBETCTBEHHOCTH;

. KTO UMeeT npasa nocrymna K [1/1H;

. KaKHUMH MepaMU U cpeacTBamMu obecrnieunBaercs 3amura [1/H;

*  KakvuMH MEpaMH M CPEJICTBaMH O0ECIeYHBACTCSI KOHTPOJb 32 COOJIIOICHUEM
BBEJICHHOT'O peX1Ma 0€30MacHOCTH.

e OpranuzaioHHbIE MEPHI JOJKHBI:

*  mIpeaycMaTpHuBaTh periaMeHT nH()OPMAITMOHHBIX OTHOILICHHH,
WCKJIIOYAIOIIMX  BO3MOXHOCTh  HECAHKIIMOHMPOBAHHBIX  JEUCTBUU B

OTHOILIEHUH 00BEKTOB 3alllUTHhI,
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ONPENENATh KOAIWIHMOHHBIE M HEPAPXUUYECKUE MPUHLUNBI W METOJbI
pasrpannyeHus nocrtyna k I[1J1H;

OMpENENATh TOPSAOK paboOThl €  MPOTPaMMHO-MAaTEMAaTUYECKHUMH U
TEXHUYECKUMHU (ammapaTHbI€) CpPEACTBAMU 3alllUThl W KPUNTO3AIIUTHl U
JIPYTUX 3AIIUTHBIX MEXAHU3MOB;

oprann3oBaTb Mepbl npotusoxaeciictBuss HC/[ monb3oBarensmMu Ha 3Tamax
ayTeHTU(UKALMKM, aBTOpPHU3alUM, WACHTU(PUKAIMHA, OOECIEeUYNBAIONIUX
rapaHTdd  peaju3alldd  MNpaB W OTBETCTBEHHOCTH  CYOBEKTOB

UH(OPMAITMOHHBIX OTHOIICHU.

OpFaHI/I3aL[I/IOHHBI€ MCPBI JOJIZKHBI COCTOATD U3:

pernamenTa gocrtymna B noMmemenus MCII/H;

MOPSIAOK  JTIOMyCKa COTPYAHUKOB K wucHoib3oBaHuio pecypcoB HMCII/IH
®I'BOY BO «BI'ADKy;

periaMeHTa TMpoOIECCOB  BeAeHUs 0a3 JaHHBIX U OCYIIECTBJICHUS
MOAU(PUKALNHA UHPOPMALITMOHHBIX PECYPCOB;

perjiaMeHTa TPOIECCOB OOCIY)XKMBAaHUS WU OCYIICCTBICHHUS MOAUPUKAIINH
anmnapaTtHbIX U nporpaMMHbIX pecypcoB MCII/IH;

uHcTpykumii  monw3zoBatenedt  UCIIn  (aamunuctpatopa  MCIIH,
agMuHUCTpaTopa 6e3omnacHoctu, oneparopa UCII/IH);

WHCTPYKIIMS TOJIH30BATENS MPU BOSHUKHOBEHUH BHEIITATHBIX CUTYaIIHil.
WHCTPYKITUSL 10 Pa3MENICHUI0, 00OpPYJIOBAHHUIO M OXpaHE MOMEIIECHUMN, TIe
XpaHATCS MEePCOHATIbHBIE JTaHHBIC, TI0 XPAHEHUIO MEPCOHATBHBIX JAaHHBIX Ha
OYMa)KHBIX HOCUTEJSX U MOPSAKY paOOThl UCIIOJHUTENEH C MEPCOHAIBHBIMU
JTAHHBIMHU Ha OyMaXHBIX HOCHUTEIISAX WH(HOPMAIIHH.

DusuyecKue Mepbl 3aUThI
@u3nyecKkrue Mepbl 3allUTHl OCHOBAHbl HAa IPUMEHEHUM PA3HOIO pPOJa

MCXaHHNYCCKHX, OJICKTPO- HWJIHW JBJICKTPOHHO-MCXaHHYCCKHX YCTpOﬁCTB 141

COOpY)KﬁHHﬁ, CIICOMUAJIbHO IMPCAHA3HAYCHHBIX JId  CO3AaHUs (1)I/ISI/III€CKI/IX
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MPENATCTBUN Ha BO3MOKHBIX MYTSIX MPOHUKHOBEHHUS W JOCTyNa MOTECHIMAIbHBIX
HapyluTene K KOMIOHEHTaM CHCTEMbl U 3alllMIIaeMON MH(pOpMallUU, a TaKkKe
TEXHUYECKUX CPEJICTB BU3YaJbHOIO HAOJIOJACHUS, CBSI3M U  OXPAHHOU
CUTHAIU3ALUY.

dusnueckas 3alWTa 3JaHWA, TOMEIICHHWH, OOBEKTOB U  CPEICTB
uH(pOpMaTH3aAIUN JOJKHA OCYILIECTBIISITHCS IIyTeM YCTaHOBJIEHHUS
COOTBETCTBYIOIIUX IIOCTOB OXPAaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPAHBI
WU JIIOOBIMH JIPYTUMHU CHOCOOaMH, MPEAOTBpAIlalOUMU WM CYIIECTBEHHO
3aTPYJHSAIOIMMHA [POHUKHOBEHUE B 3JaHHE, MOMELICHUS ITIOCTOPOHHUX JIHILI,
XUIIEHWEe WH(MOPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiAcTB uH(opMaTh3aluu,
WCKJTIOYAIOIIMMHU HAXO0XKJICHUE BHYTPU KOHTPOJIUPYEMOU (OXpaHsSeMOi) 30HbI

TCXHHUYCCKUX CPCACTB PAa3BCIAKHU.

AnmnapatHo-nporpamMHusbie cpeacrsa 3amuTel I1/1n
TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEpbl 3allUThl OCHOBAaHBI Ha

WCIIOJIb30BaHUN PA3JIMYHBIX AJIEKTPOHHBIX YCTPOMCTB U CHEIUAIBHBIX MPOrpamM,
Bxosamux B coctaB ICIIJIH 1 BBITOTHSIOMNX (CAaMOCTOSATENHHO U B KOMILIEKCE
C IPYTUMU cpeAcTBaMu) (PYHKIIUMH 3amUThI (MACHTU(GUKAINIO U ayTeHTU(DUKAIINIO
M0JI30BATENECH, pa3rpaHUUYEHUE JOCTyINa K pecypcaM, pPErucTpaluio COOBITUH,
Kpunrorpadguueckoe 3aKpbiTie nHPOpMaIuy u T.1.).
C ydetoM Bcex TpeOOBaHUI U IPUHITUIIOB o0ecriedeHus: 6ezonacuoctu [1/1n
B MCII/IH mo BcemM HampaBJICHUSM 3allUTHl B COCTAB CUCTEMBI 3aIUTHI JOJKHBI
OBITH BKJTFOUCHBI CIICAYIONINE CPEICTBA:
*  CpencTBa UJCHTU(PUKALIIH (ormo3HaBaHMs) 151 ayTeHTU(UKALINU
(moaTBepkIeHUS OAIMHHOCTH) nojib3oBaTesneit UCIIH;
*  CpeAcTBa pas3rpaHUYEHHUs] JOCTyINa 3aperuCTPUPOBAHHBIX MOJb30BaTENEH
cuctemsl k pecypcam UCII/Ix ®PI'BOY BO «BI'ADK»;
* cpeactBa oOecleyeHUuss M KOHTPOJISI LEJOCTHOCTH HPOrPaMMHBIX H

MH(OPMAIMOHHBIX PECYPCOB;
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CpelICTBa ONEPATUBHOTO KOHTPOJISI M PETUCTPALIMK COOBITHI 0€3011aCHOCTH;
Kpunrorpaduueckue cpeactsa 3amutsl [1J1H.

YcnemHoe INPUMCHCHHUC TCXHHYCCKUX CPCACTB 3allUTBl HAa OCHOBAHHH

OPUHIMIOOB (pa3fen 5) NpeanosiaraeT, 4To BBINOJIHEHUE MEPEUYHMCICHHBIX HUXKE

TpeOOBaHMI 00ECIIEYeHO OPraHU3allMOHHBIMU (aAMUHUCTPATUBHBIMU) MEpaMU U

HCIIOJIB3YCMBIMHA (1)I/I3I/I‘I€CKI/IMI/I CpCaACTBAMM 3alIHUTHI:

obecnieueHa uzuyeckas 1eJ0CTHOCTh Bcex komnoneHT UCTT/IH;

Kbl coTpyaHuk (mosib3oBarens WMCII[H) wunu rpynma moJib3oBatenei
UMEET YHHKaJIbHOE CHUCTEMHOE€ WMS U MHUHUMAJIBHO HEOOXOJUMBIE s
BBITIOJIHEHUST MM CBOUX (PYHKIIMOHAJIBHBIX OOS3aHHOCTEH MOJHOMOYHUS 10
JIOCTYITYy K pecypcaM CUCTEMBI;

B UCIIdux ®I'bOY BO «BI'A®K» pazpaborka M OTIajKka MporpaMmm
ocymectsisieTcs 3a npenenamu MCIT/H, Ha UCTIBITATEbHBIX CTEHIAX;

BCE U3MEHEHUsS] KOHPUTYpalluM TEXHUYECKUX M TPOTPAMMHBIX CPEJIICTB
NCIIIH mpou3BOASTCS CTPOr0 YCTAHOBJIEHHBIM MOPSIKOM (PETHCTPUPYIOTCS
U KOHTPOJUPYIOTCS) TOJBKO HAa OCHOBAaHUM PACTIOPSHKEHUN PYKOBOJICTBA
OI'BOY BO «BI'ADKy;

ceTeBoe 000pya0BaHUE (KOHIIEHTPATOPBI, KOMMYTATOPbI, MAPIIPyTU3ATOPHI U
T.I.) pacrmoyiaraeTcsi B  MeCTax, HEIOCTYMHBIX U1 IOCTOPOHHUX
(cnenuanbHBIX TOMENIEHUAX, IIKadax, u T.11.);

cnenpasicramu PI'bOY BO «BI'A®K» ocymiecTBisieTcs: HENpepbIBHOE
yIpaBJICHHE U aIMUHUCTpPATUBHAS TOJJEPKKa (DYHKITMOHMPOBAHUS CPEJICTB

3aIlUTHI.
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7 Konrpoas 3¢pdexrusnocru C3IIH

Koutpons sddextuBnoctn  C3II[Jn  gomxkeH  ocymiecTBiseTcss Ha
nepuoanueckoil  ocHoBe. llenmpo  KoHTponss  A(QPEKTHBHOCTH  SABISETCS
CBOCBPEMEHHOE  BBISIBJICHUE HEHa[JIexkammx pexumMoB pabdotel  C3IIH
(oTKIIOUEHHE CPENCTB 3alIUTHI, HAapyLICHUE PEKUMOB 3aIIUTHI,
HECAHKIIMOHUPOBAHHOE M3MEHEHHE peXUMa 3aluThl W T.0I.), a TakK
IIPOTHO3UPOBAHUE UM  IPEBEHTUBHOE pPEArupoOBaHUE HA  HOBBIE  YIPO3bI
oe3omacHoctH 11/1H.

KoHTposib MOXET NpOBOAMTHCS KaK aJIMHUHHCTPATOpaMH O€30MacCHOCTH
HUCIIIln  (omepaTUBHBI  KOHTpPOJb B  TIpoliecce  MHPOPMAIMOHHOTO
B3aumojielicteust B MCIIJIH), Tak ¥ TpUBJICKAeMbIMH JJIsi JTOM LENHU
KOMIICTEHTHBIMA ~ OpPraHU3alMsIMHU, HMEIOIUMUA JIMIEH3UI0 HAa O3TOT BUJ
nestenpHocTH, a Takke PCTIK Poccum m ®Cb Poccum B mpenmenax ux
KOMIIETEHIIMH.

KoHTposb MOXKET OCYIIECTBISTHCS aAMUHUCTPATOPOM O€30MAaCHOCTH KaK C
MOMOIIIbI0 IITAaTHBIX CPEIACTB CUCTeMbI 3amuTtbl [IJ][H, Tak W C MOOMOUIBIO
CIIELIMAJIbHBIX [TPOrPAMMHBIX CPEICTB KOHTPOJIS.

Ouenka 3¢ dexTuBHOCTH Mep 3amuThl [1J[H TpoBOAUTCS C UCTOIB30BAHUEM
TEXHUYECKUX W NPOTPAMMHBIX CPEICTB KOHTPOJS Ha MPEAMET COOTBETCTBHUSA

YCTaHOBJICHHBIM TPEOOBAHUSIM.
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8 Cdepsi oTBeTcTBeHHOCTH 32 Oe3omacHOCTh I1/IH

OTBeTCTBEHHBIM 3a pPa3padOTKy Mep M KOHTPOJb HaJ O0OECHeUYeHHEM
0e30MacHOCTH TEPCOHANIBHBIX JAHHBIX sBIgeTCsS pykoBoacTBo DI'BOY BO
«BI'A®K».  PykoBomuTenb MOXKET JEJIErMpoBaTh YacTh IOJHOMOYMM IO
oOecrieueHnto0 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

Cdhepa  OTBETCTBEHHOCTHM  PYKOBOJMUTENS  BKJIIOYAET  CIEIYIOIINE
HarnpanJieHus o0ecnieueHus: 6ezomnacHoctu [11H:

*  IInanupoBanue u peanuzauus Mep 1o oodecneueHutro 6ezonacuoctu [1/1H;

*  Axanums yrpo3 6e3omacuoctu [1/1H;

*  Pa3pabotky, BHeOpeHHE, KOHTPOJb HCIHOJHEHUS U MOAJEp)KaHUE B
aKTyaJIbHOM COCTOSSHUM TMOJMTHK, PYKOBOJICTB, KOHIIEMNIMI, MpoUEayp,
pEeriaMeHTOB, MHCTPYKIUH W JAPYTHX OPraHU3ALMOHHBIX JTOKYMEHTOB IIO
o0ecreyeHnI0 0E30MaCHOCTH;

*  OOyuenue u unpopmupopanue noiaszopareneit UCII/H, o mopsake paOOThI C
[1/IH 1 cpencTBamu 3allUTHL;

*  IIpengorBpalieHue, BbIBICHUE, PEATUPOBAHUE U PACCIECIOBAHUE HAPYILICHUI
oe3onacuoctu [1J1H.

[Ipyn B3aUMOAEWCTBUM CO CTOPOHHUMH OpPraHU3ALMSAMU B CIy4asx, KOrjaa
COTPYIHHUKAM JITHX OpPTaHU3AIMKM MPETOCTABISICTCS JOCTYN K OOBEKTaM 3alllUThl
(pazgen 3), ¢ ATUMU OPraHU3aAlUSIMHU JTOHKHO OBbITh 3akitoueHo «CorjameHue o
KoH(puaeHunanpHocTy», Jmbo  «CornameHue o0  COOJIOJEHUM — peKUMa
oe3onacuoctu I1JIH npu BeimonaHeHun padotr B MCII/Ia». IloaroToBka THIOBBIX

BAPUAHTOB JTUX COMJAIIEHUN ocyuecTBiasercs  opucramu  PI'BOY BO

«BI'ADK».
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9 Mopean HapymuTest 6€30MacCHOCTH

[Tox mapymmrenem B ®PI'6OY BO «BI'AD®K» nonumaercs 1o, KOTOPOE B

PE3YILTATC YMBIIIJIICHHBLIX WJIM HCYMBIINIJICHHBIX ,ZIGfICTBPIfI MOKCT HAHCCTH ymep6

00BbEKTAM 3aIIUTHL.

Bce HApYHIUTCIIA ACIEATCA Ha IBC I'PYIIIIBIL:

BHEIIHHE HApYLIUTENN — GU3NYECKHUE JINLIA, HE UMEIOIINE ITpaBa NpeObIBaHUs
Ha TEPPUTOPUU KOHTPOJIMPYEMOI 30HBI, B IMpeAesiax KOTOPOU pa3MeniaeTcs
obopynoBanue UCII/H, a Takxke xpanarcs [[JIH Ha OyMaKHBIX HOCUTETISAX;

BHYTPEHHUE HApYIIUTENH — (PU3UUECKUE NI, UMEIOLIUE MPAaBO NPEObIBAHUS
Ha TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B IIPEAENIax KOTOPOW pa3MeliacTcs
obopynoBanue UCII/H, a Takxke xpanarcs [IJ{H Ha OyMa)KHBIX HOCUTENSAX.

Knaccudukanumsa  HapymmwmTeneid  mpenactaBieHa B Mojgenu  yrpos

0e301acHOCTH IICPCOHAJIBHBIX TaHHbIX.
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10 Moaeanb yrpo3 6€30nacHOCTH
Hns UCITJa ®I'BOY BO «BI'A®K» BbIACISIOTCS CIEAYIOIINE OCHOBHBIE

KaTCropnuun yrpos 0e3011acCHOCTH IMCPCOHAJIBHBIX JdHHBIX!

YTpo3bl OT yTEYKH MO TEXHUYECKUM KaHaJaM.

YTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYMA K HHPOPMAITHH.

Yrpo3bl yHUUTOXKEHUS, XulleHus annapatHeix cpeacts MCII/IH HocuTenein
uHdopmaruu nyrem gusznyeckoro goctyna k aaementam UCIIH.

Yrpo3sl XUILICHMUS, HECAaHKIIMOHUPOBAHHOU MoAu(pUKAITUN 1581051
OJIokMpOBaHUs HMH(QOpPMALMM 32 CYET HECAHKIMOHUPOBAHHOIO JOCTyNa
(HCH) c mpumeHeHueM MporpaMMHO-aNNapaTHbIX U MPOTPAMMHBIX CPEACTB
(B TOM 4HCJI€ MPOTPAMMHO-MAaTEMAaTUYECKUX BO3/IEHCTBUM).

Yrpo3sl HE MNpeAHAMEPEHHBIX JCHUCTBUN IIOJB30BATEIIE W HApPYUICHHM
oeszonacuoctu ¢Gyukiuonupoanus MCIIAn u C3IIIH B ee cocrtaBe u3-3a
cO0oeB B IPOrpaMMHOM OOECHEYEHUHU, a TAKKE OT Yrpo3 HEAHTPOIIOTEHHOTO
(cOoeB  ammapaTtypbl ~ M3-3a  HEHAJIGKHOCTH  DJIEMEHTOB,  cOOEB
AJIEKTPOIUTAHUSA) U CTUXUUHOTO (yIapOB MOJHHH, TOKapoB, HABOJAHCHUIN U
T.I1.) XapaKkTepa.

YTrpo3bl npeIHAMEPEHHBIX TEUCTBUI BHYTPEHHUX HAPYIIUTENEH.

prOBBI HCCAHKIIHMOHWPOBAHHOTO JOCTYIIA 1O KaHaJlaM CBA3H.

Onucanue YIpo3, BCPOATHOCTh HUX PCAJIM3aAlNH, OIIACHOCTb U AKTYAJIbHOCTDH

npeacTaBieHbl B «Mogenu yrpo3 0€30MacHOCTH TEPCOHATBHBIX JIaHHBIX B

NCIT .
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11  Mexanu3m peanusauuu Ilosoxxenns

Peamuzammst  [lonmokeHus  JAOMKHA ~ OCYIIECTBISATHCS ~ HA  OCHOBE
MIEPCIIEKTUBHBIX IPOTPaMM U TIAHOB, KOTOPHIE COCTABIIAIOTCS HA OCHOBAaHUH U BO
WCITOJTHCHHE:

(enepadpbHbIX 3aKOHOB B oOjacTh oOecreuyeHus HH(POPMAIIMOHHOM
0€30IMacHOCTH 1 3alUThl HHPOPMAITUH;

*  nocraHoBieHui [IpaBurenscTBa Poccuiickoit denepanuu;

*  PYKOBOMSIIMX, OPTaHU3AMUOHHO-PACIIOPSAUTEIBHBIX H  METOIUYCCKUX
nokymeHtoB @CTOK Poccuu;

« motpebnocreir MCIIJIH B cpeactBax obecrnieueHus:  O€30MACHOCTH

uHdopMaIuu.
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12 Tlopsiaok padoThl ¢ NEPCOHAIbHBIMY JAHHBIMU COTPYAHMKOB

Oo6s13anHOCTH padoToaaTe s

B uensx ucnonHenust tpeboBaHui 3akoHonatenbctBa PO mpu oOpaboTke
NEPCOHAIBHBIX JAHHBIX, BCE PAOOTHUKU YUPEXKACHUA JOJDKHBI HCIHOJHATH
YCTaHOBJICHHBIN NOPAJIOK PaOOTHI:

PaboTta ¢ mepcoHanbHBIMM JaHHBIMH PAOOTHHKOB JOJDKHA HE HapyIllaTh
TpeOoBaHMil 3akoHOnaTenbcTBa P® W JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3alliy, U J0JHKHA ObITh HEMOCPEACTBEHHO CBA3aHA C OCYIIECTBICHUEM UMU
CBOMX TPYAOBBIX (QDYHKIUH.

[Ipu cbope n 00paboTKE MEPCOHANBHBIX JaHHBIX pa0OTHHKA pabOTOAATEINb
NOJDKeH pykoBoncTtBoBaTbess Koncrturynumen P®, TpynoBeiMm komekcom PO m
UHBIMHU (heZiepaabHbIMU 3aKOHAMU.

[lepcoHasibHble JaHHbIE PAOOTHUKOB MAOJKHBI OBITH MOJYYEHBI TOJIBKO
HENOCPEACTBEHHO y Hero. Ecnu st o0paOOTKU €ro JaHHBIX WM UX MOJTYYEeHHs
OPUBJIEKAECTCA TPETbU JIMLA, TO PabOTHUK JOJDKEH JaTh MpeABapUTEIbHOE
NUCbMEHHOE coracue Ha 3T0. OJIHOBPEMEHHO paOOTHUK JOJKEH OBbITh
YBEIOMJIEH O ILIeNsX cOopa MHGOpMallMu, UCTOYHUKAX €€ IMOJyuyeHHUs, a TaKXkKe O
MOCJIEICTBUSX OTKa3a OT MPEJOCTABICHHUS NUCBMEHHOIO corjacus Ha cOop
uH(popManuu.

[lepconanbHble NaHHBIE PAOOTHUKA O €ro MOJUTHYECKHUX, PEIUTHO3HBIX U
UHBIX YOEXIEHHUSAX, YaCTHOM >KM3HU, a TaKKE€ UICHCTBE B OOIIECTBEHHBIX U
npo(COIO3HBIX OpPTraHM3AlMIX HE MOJUIekaT cOOpy OpraHu3alieil, eciii MHOe He
PEAYCMOTPEHO 3aKOHOJATEIHCTBOM.

3amura TNEepCOHANIBHBIX JaHHBIX paOOTHUKA JOJKHA OO0ECreYrBaThCA
MOJIHOCTBIO 32 CUeT paboToaaTers.

VYupexneHue npu npueme Ha paboTy, a TaKKe MNpU JIIOOBIX HW3MEHEHUX
npaBuil pabOThl C MEPCOHATBHBIMU JAHHBIMH O0SI3aHO MHUCHMEHHO 3HAKOMHTH C

HUMH BCEX PaOOTHHUKOB.
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y‘lpe}KILGHI/IC HC UMCCT IIPAaBO IMPHUHYXKIATh pa6OTHI/IKOB K OTKa3y OT CBOHUX

IIpaB Ha 3alIUTY IICPCOHAJIbHBIX JAHHBIX.

Oo6s13aHHOCTH pa0OTHHKA
PaboTHuK 00s13aH:
[lepenate paboTomarenro BCE TMEpPCOHANbHBIC JaHHBIC, YKa3aHHBIC B
COOTBETCTBYIOIIMX IOKyMEHTAX.
B ycraHOBIEHHBI MpaBWIaMH CPOK cooOwaTe paboTtojaTento 00

HN3MCHCHHUHU CBOUX IICPCOHAJIBHBIX JTaHHBIX.

Ilepenaya nepcoHAJbHBIX JAHHBIX
IIpu ocymecTBIeHHH Tiepeayd IEePCOHAIBHBIX JaHHBIX PaOOTHHUKOB

TPETHUM JiullaM paboToAaTeb 00sI3aH:

— HE cooOm@aTrh TNEPCOHANBHBIC JaHHBIE 0€3 IOJYYEHHOI'O0 ITHChMEHHOTO
corjacusi paOOTHHMKA, KpOMeE CiIy4daeB, Korja TakKhe OOsI3aHHOCTH
YCTaHOBJICHBI 3aKOHOATEILCTBOM;

—  HE TepeaaBaTh IEPCOHAJIbHBIC JIaHHBIC PAOOTHHMKA JJIS HMCIIOIB30BAHUS B
KOMMEPUYECKUX IETISX;

—  TpeboBaTh OT TPETHUX JIUII COOTIOACHUS MPABHII PAOOTHI C MEPCOHATBHBIMU
JAHHBIMH, a TaKKe TPEIOCTABICHUS IMHCHBbMEHHOTO ITOATBEPKICHUS
WCIIOJIb30BAHUSI TIEPCOHANIBHBIX JIAHHBIX B TIOPAJIKE, MPEIYCMOTPEHHBIX
HACTOSIIIMM ITOJI0KEHHUEM O 3alTUTE MIEPCOHATBHBIX JTaHHBIX;

—  JaBaTh JOCTYIl K TIEPCOHAJIBHBIM JIaHHBIM TOJIBKO JIMIAM, WMMECIOIIUM
COOTBETCTBYIOIIUNA JOMYCK U HMCIOJB3YIOMIUX WX TOJIBKO NJIsSi BBITIOJTHEHUS
KOHKPETHBIX ITOJTHOMOYHH;

— He wucTpedoBaTh HWH(OOPMAIMIO O COCTOSHUU 3]I0pOBbS PpPabOOTHHMKA, 3a
UCKIIFOUCHUEM JaHHBIX, KOTOpPhIE MOTYT TIOBJIHUSATh HAa HCIOJHEHUE

pabOTHUKOM CBOMX TPYJOBBIX 00SI3aHHOCTEH.
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3amuTa nNepCcoHAJbHbIX JAHHBIX PA0OTHHKA

B pamkax peanusanuu TyHKTOB Hacrtosimiero I[lomoxkeHust o 3ammre
MEPCOHANIBHBIX JJAHHBIX PA0OOTHUKOB, PYKOBOAUTENb YUPEKICHUS U3/IA€T MPUKA3 O
HAa3HAYEHUU JIMIa, OTBETCTBEHHOrO0 3a COOJIOJICHHE Topsaka padoThl ¢
MIEPCOHALHBIMU JaHHBIMH PaOOTHUKOB, Ha KOTOPOM JICKAT BCE OOS3aHHOCTH TI0
oOecrieueHnt0 KOHGUACHITMATBHOCTH MOJYUYEHHBIX TAHHBIX, a TAKKE OpraHu3aIiu
paboThI C HUMH.

[lepenava mHbOpMAIK TPOUCXOAUT TOJBKO B MHUCHMEHHOM BHJIE. 3aIlpocC
JOJDKEH OBITh CACTAaH B MHUCHbMEHHOM BHJIC C YKa3aHHEM BCEX PEKBU3UTOB JIUIIA,
3anpamuBaroniero uHpopmamuio. OTBET NOKEH OBITH ClieflaH Ha (PUpMEHHOM
OJlaHKe Y4YpEeXKJICHUS M OTIPaBICH JUOO KyphEepCKOH CiIyx)00ii, TuOO0 3aKa3HBIM
MTUCHEMOM.

Bce monyuyenHble nepcoHalbHBIC JaHHBIC JOJKHBI XPAHUTHCS B MECTE,
MCKJTIOYAIOIIEM HECAHKIIMOHUPOBAHHBIX JIOCTYT TPETHUX JIUII.

OJIEKTPOHHBIE HOCUTENW UWH(OpMalMM, [TOKHBI OBITh  3alIUIIECHBI

KpUNTOTpadUueCKUMH CPEICTBAMHU 3aIIUTH HTHGOPMAIIUH.

OTBETCTBEHHOCTD 32 pa3rJjalieHue HH(pOPMaLUUK, CBA3AHHOM ¢

NMEPCOHAJIBbHBIMHA JTAHHBIMU paﬁoTHmca

Jlutia, mpu3HAHHBIE BUHOBHBIMM B HApyUIEHUM TPEOOBAHWUN HACTOSIIETO
[TonoxxeHus: O 3amUTe MEePCOHATBHBIX JAHHBIX PAOOTHUKOM MPHUBJIEKAIOTCS K
JUCLUIUIMHAPHON, aJIMUHUCTPATUBHOM, T'PaXJAHCKO-TIPABOBYID U YTOJIOBHOMN
OTBETCTBEHHOCTH, B TMOPAJIKE MPEIYCMOTPEHHOM 3aKOHOJATEIbCTBOM P® wu

JIOKaJIbHBIMHX HOPMATHBHBIMHU dKTaMHU.
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13  Iopsaaok padoThl ¢ NEPCOHAIbHBIMYU JAHHBIMUA KOHTPATreHTOB,
o0yuyaromuxcsi, a0NTYPUEHTOB U poauTeieid 00ydarImmuxcs (3aKOHHbIX
npeacTaBuTesiei)

IHopsimok mosryuyeHusi 1 00PadOTKH NMEPCOHAIBHBIX TaHHBIX
KOHTPAareHToB, 00y4YaloIuXcs, A0NTYPUEHTOB U POAUTEIEH 00y4aI0IIUXCH
(3aKOHHBIX NMpeCTABUTEJIEH)

I[Tonx  o6pabotkoit  II/lH  moHMMaeTcs  TOJy4€HHE,  XpaHECHHE,
KOMOMHUpPOBaHUE, Nepeaaya Uin Jo00e IPyroe MCHoJb30BAaHUE MEPCOHATBHBIX
JAHHBIX  KOHTpPareHToB,  oOOydJaromwuxcsi, aOUTYpUEHTOB U  POJAUTEINICH
oOy4Jaromuxcs (3aKOHHBIX MIPEICTaBUTEIEH ).

PaGora ¢ mnepcOHATbBHBIMM JaHHBIMU KOHTPAreHTOB, OOydYarommxcs,
aOUTYPUEHTOB M POAUTENICH 00yUaromuxcsi (3aKOHHBIX MPEJICTaBUTEINCH) JOJIKHA
HE HapymaTh TpeOOBaHMI 3akoHOAaTeNbcTBA PD W JOKaNbHBIX HOPMATHUBHBIX
aKTOB OpPTaHU3AlHH.

Hcnonp30BaHne NEPCOHAIBHBIX JAHHBIX BO3MOXHO TOJIBKO B COOTBETCTBUU
C UEJISIMH, OINPEACIMBIIMMHU WX ToJydeHue. llepcoHanbHble NaHHBIE HE MOTYT
OBITH UCIIOJIB30BAaHBI B LEJISIX TPUYMHEHUS UMYIIIECTBEHHOTO U MOPAJIbHOTO Bpe/a
rpakjaaHaM, 3aTPyJHEHMs pealu3alii TpaB U cBoOOA rpaxnan Poccuiickoit
dbenepauuu.

[Topsimok 00pabOTKM MEPCOHATBHBIX JAHHBIX Ha OyMaKHBIX MaTEepPUATBHBIX
HOCUTENSIX perjiaMeHTHpoBaH «HMHCTpYKIMENH 10 XpaHEHHUIO MEePCOHATbHBIX
JAHHBIX Ha OYMaXHBIX HOCUTENIIX U TMOPSAKY padOThl HCIOJHUTENCH C
NEPCOHANBHBIMU  JTAHHBIMH ~ HAa  OYM&XHBIX  HOCHUTENAX  HWH(POPMAIUNY,
YTBEPKACHHOU PYKOBOAUTEIIEM.

O6paboTka MIEPCOHAIBHBIX JAHHBIX B ABTOMATU3UPOBAHHBIX
WH()OPMAITMOHHBIX CUCTEMaX OCYIIECTBIIICTCS HA OCHOBAHUU PSIa YTBEPKIECHHBIX
PYKOBOJMTENIEM HWHCTPYKIMH, PpEriaMeHTUPYIOIIUX 00paboTKy NEepCOHATbHBIX

nanaeix B UCITJIH.
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JocTyn K NepCcoOHAJBHBIM JJAHHBIM

BHyTpenHuii poctyn (ZOCTyn BHYTPUM OpraHU3aldd) OINpPEAeIsIeTCs
IIEPEYHEM JIML, MMEIOIUX AOCTyI K IEPCOHAJIBHBIM JaHHBIM KOHTPAarcHTOB,
oOydJarormuxcsi, aOUTypUEHTOB W  pOJaUTENeH oOydarommxcs (3aKOHHBIX
MPEICTABUTENIECH) ONPEETAETCA MPUKA30M PYKOBOJIHUTEIIS.

Buemnuii focryi:

K umcimy MaccoBblX MNOTpeOUTENEl MEPCOHANBHBIX JAaHHBIX  BHE
OpraHM3alMid MOKHO OTHECTH T'OCYJapCTBEHHbIE (DYHKIIMOHAJIBHBIE CTPYKTYPHI:
HAJOTOBBIE HWHCIIEKIMHM, IPAaBOOXPAHUTENIbHBIE OpraHbl, OPraHbl CTATHCTHKH,
BOEHKOMATbI, OpraHbl COLMAJIbHOTO CTPAaXOBaHUA, IEHCHOHHbIE (HOHIBI,
NOJIpa3/IeIICHUsI MyHULIMIIAIbHBIX OPraHOB YIIPABJICHUS;

Han30pHO-KOHTPOJIbHBIE OpraHbl UMEIOT JOCTYI K MH(GOpPMAaIMU TOJBKO B

chepe cBOeH KOMIIETCHIIHH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTH CYy0ObEKTA NMEPCOHAIBHBIX
JaHHBIX

3aKkperieHue MpaB CyObEKTOB NEPCOHAIBHBIX JAHHBIX, PETJIAMEHTUPYIOIINX
3aIUTy €ro MNEepCOHANbHBIX JAHHBIX, OOECHEYMBAET COXPAHHOCTh IOJHOM U
TOYHOU MH(OPMAITUU O HEM.

B umensx 3amuThl TNEPCOHANBHBIX JAaHHBIX KOHTPAreHTbl (3aKOHHBIE
IIPEICTABUTENIN) UMEIOT MPABO:

- TpeOoBaTh MCKJIIOYEHUS WM MCHPABJICHHUS HEBEPHBIX WIIM HEMOJHBIX
NEPCOHANBHBIX JAHHBIX, Ta CBOOOAHBIA OECIUIATHBIA JOCTYH K CBOUM
NIEPCOHAIIBHBIM JAHHBIM, BKJIIOYas MPAaBO HA MOJyYEHHE KONMU HOBOMW 3aIlUCH,
COZEpIKAIIEN IEPCOHAIBHBIC TAHHBIC;

- ONpEIENATh CBOMX MPEACTABUTENEH IS 3alIMThl CBOMX MNEPCOHAIBHBIX

JTAHHBIX HA COXPAHEHME U 3aILUTY CBOEH JIMYHOMN TalHBI.
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IIpaBa 00A3aHHOCTH M OTBETCTBEHHOCTH ONEPATOPA MEPCOHATIBHBIX
JAHHBIX

[lepconanbHasi OTBETCTBEHHOCTh - OJHO U3 TJABHBIX TpeOOBAaHUN K
opraHu3anuu (yHKIIMOHUPOBAHUSI CUCTEMbI 3aIIUThI IEPCOHATILHON UH(pOpMALINH
u o0s3aTeNbHOE yeoBHue obecieueHust 3PPEKTHBHOCTH 3TON CHCTEMBI.

Opunnueckne u ¢Gu3MUecKue JHUIA, B COOTBETCTBUH CO CBOWMH
MOJTHOMOYHMSIMU BIIAJICIONIME O TPaKJaHaX IMOJIY4YalolIMe W HCHOJb3YIOUIUE €€,
HECYT OTBETCTBEHHOCTb B COOTBETCTBHUM C 3aKOHOJIATEILCTBOM Poccuiickou
denepaniiid  3a HapyIIEHWE peXUMa 3allUThl, OO0paOOTKM W  TOpsIKa
MCIIOJIB30BaHUs ATOM nH(pOpMaLIIH.

PykoBoauTtenb, paspemaronuid  JOCTYNl COTPYJHHMKAa K JOKYMEHTY,
collepKallieMy  TEepCOHAJIbHBIE  CBEJCHMUS  KOHTPAreHTOB,  OOYyYarolIUXcH,
aOUTYpUEHTOB M POJUTENECH 00y4aromuxcsl (3aKOHHBIX IPEACTABUTENECH) HEceT
MEPCOHAIBHYIO0 OTBETCTBEHHOCTD 32 JAHHOE pa3pelleHUE.

Kaxnprii coTpyaHUK OpraHu3aldy, MOJydYaromuid Ajis paboThl JOKYMEHT,
coJlep Kallliii IePCOHAJIbHbIE JaHHBIE HECET €IMHOJMYHYIO OTBETCTBEHHOCTh 3a
COXPaHHOCTh HOCUTENS U KOHPUICHITUATHHOCTh HH(POPMAIIUH.

Jlomyck K TMEPCOHAIbHBIM JIaHHBIM  KOHTPAreHTOB, OOy4Yaroluxcs,
aOUTYpUEHTOB U poJUTENIed oOydaromuxcsi (3aKOHHBIX MPEICTaBUTENEH) Ipyrux
COTPYIHHUKOB pabOTOAATENsA, HE UMEIONIUX HaJIekKAITUM 00pa3oM opOopMIEHHOTO
JOCTYTIa, 3alpeniaeTcs.

[Tepenaua (0OMeH u T.1I.) IEPCOHAIBHBIX JAHHBIX MEXIY MOAPA3ACICHUIMHU
OCYILIECTBIISIETCS TOJBKO MEXIYy COTPYJHMKAMH, HWMEIOIIUMU JOCTYIl K
MEepPCOHAIBHBIM  JIaHHBIM KOHTPAreHTOB, OOydYalomuxcs, aOUTypHEHTOB U

ponuTeneit o0ydarmuxcs (3aKOHHBIX MIPEICTABUTEIIEH ).
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14 Ocob0enHOCTH 00PA0OTKH NMEPCOHAIBHBIX JJAHHBIX 0€3 HMCIO0Jb30BAHUS
CpeICTB aBTOMATH3AIUMN

[Ipn HEaBTOMAaTU3UPOBAHHOMN 00paboTKe pa3InYHBIX KaTeropuu
NEPCOHAIBHBIX JIaHHBIX JIOJDKEH HMCIOJIb30BaThCSl OTIENbHBIA  MaTepHUabHBIN
HOCHUTEINb I KaXI0M KaTerOpyuy MEPCOHAIBHBIX JaHHBIX.

[Ipu HeaBTOMAaTH3UPOBAHHOW 00pPAOOTKE MEPCOHAIBHBIX JAHHBIX Ha
OyMakKHBIX HOCUTEJISX:

—  He JomycKaeTcss (Qukcauus Ha OJTHOM OyMa)XHOM HOCHUTEJNE
NMEePCOHATBHBIX  JaHHBIX, I[edd  00pabOTKM  KOTOPHIX  3aBEAOMO
HECOBMECTUMBI,

—  TepCOHAJbHBIE JTAHHBIE JOJDKHBI 000COOATBCA OT HMHOW MH(OpManuu, B
YaCTHOCTH IIyTeM (PHUKCAallMU X HA OTAEJIbHBIX OYMa)KHBIX HOCUTEIISX, B
CHEIUaIbHBIX pa3feNax WU Ha Toyiax Gopm (0JaHKOB);

—  JIOKYMEHTBHI, COJIepKalllie NMepCOHAbHbIE JaHHbIE, POPMUPYIOTCS B  Jeia
B 3aBUCUMOCTH OT LIEIH 00pabOTKH NMEPCOHAIBHBIX JIaHHBIX;

— Jela € JIOKYMEHTaMHM, COJEPKaIlMMHU IEPCOHAIBHBIE JAHHBIE, JIOJKHBI
UMETh BHYTPEHHUE ONUCH JIOKYMEHTOB C YKa3aHHeM IieJid 00paboTKU U
KAaTerOpUH MEPCOHAIbHBIX JTAHHBIX.

JlokyMeHTbI (HOCHUTENH uHbOpMaIK), COJEpXKaIlUe MEePCOHAIbHBIC
JaHHBIE, JOJKHBI XPAHUTHCS B CIYKEOHBIX NOMEILEHUSIX B HAJIEKHO
3anvpaeMbIX U onevyaTrbiBaeMbIx Ikadax (ceitdax).

YHUUTOXKEHHE WM O00€3TMYMBAHUE YaCTH MEPCOHAJIbHBIX JAHHBIX, €CIIU
ATO JIOMYCKAETCSI MaTepUaIbHbIM HOCUTEIEM, MOXKET MPOU3BOAMUTHCS CIIOCOOOM,
UCKJIIOYAIONIMM JalIbHEHIIYI0 00pabOTKy 3THX NEPCOHANIBHBIX JaHHBIX, C
COXpaHEHUEM BO3MOXHOCTH OOpabOTKH MHBIX JAHHBIX, 3a(DUKCUPOBAHHBIX HA

MaTCpruaJIbHOM HOCHUTCIIC.
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[Tpu HECOBMECTUMOCTH 1eJieil 00pabOTKM MEepCOHANBHBIX JIaHHBIX,
3a()MKCHPOBAaHHBIX HAa OIHOM MAaTepUAIILHOM HOCHTENE, €CIM  MaTepUasbHbIHI
HOCHUTEJIb HE  MO3BOJIIET OCYIIECTBIATH  OOpabOTKYy MEPCOHANBHBIX JaHHBIX
OTAETBHO OT  Jpyrux 3a(UKCHPOBAHHBIX HA  TOM ’Ke HOCUTeNe
NEPCOHANBHBIX JTAHHBIX, JOJDKHBI OBITh TMPHUHSITHI MEpbl MO0 O0O0ECTIeUEHHUIO
pa3nenbHO 00pabOTKU MEPCOHANBHBIX JAHHBIX, B YACTHOCTH:

—  1pu HEOO0XOMMOCTH UCIOJIb30BAaHUSl WJIM  PaclpOCTPaHEHHUS
OTpPEIENECHHBIX MEPCOHANBHBIX NAaHHBIX OTAEIBHO OT HAXOMSIIMUXCS Ha
TOM K€ MaTepHaIbHOM HOCHUTEJEe  JAPYTUX  MEPCOHAIBHBIX TaHHBIX
OCYILIECTBIISETCS KOIIMPOBAaHUE TMEPCOHANBHBIX JAHHBIX, MNOJJIEKAIINX
paclpoCTpaHEHUI0 WM  HCIOJIB30BAHMIO, CIOCOOOM, HCKITIOYAIOIINM
OJTHOBPEMEHHOE  KOIHMPOBAHME MEPCOHANBHBIX JAaHHBIX, HE MOAJIEKAIIUX
pacnpoCTpaHEHUIO U UCIOJIb30BAaHUIO, U UCIIOJIB3YETCS
(pactpocTpaHseTcs) KOHs MePCOHATBHBIX TaHHBIX;

— [pu  HEOOXOAMMOCTH  YHHUYTOXKEHUS  WIM  OJIOKMUPOBaHMSI  4acTu
NEPCOHAIBHBIX JAHHBIX YHUUTOXKAETCSI WM  OJOKUPYETCs] MaTepUalIbHbIHI
HOCUTEIb C TpeaBapUTEIbHBIM KOITUPOBAaHWEM CBEJCHHUH, HE
HOJUIKALIUX  YHUYTOXKEHUIO Wi OJOKUpPOBAHMIO, CIIOCOOOM,
UCKJTIOYAIONIMM OJHOBPEMEHHOE KOMHMPOBAHUE TEPCOHATBHBIX JIaHHBIX,
MOJIJISIKAIINX YHHUTOKEHUIO WM OJIOKMPOBAHHUIO.

YTouHEeHHE NEPCOHANBHBIX MAHHBIX MPHU OCYILIECTBICHHUH HX 00pabOTKH
0€3 WCIOJB30BAaHUA  CPEACTB  ABTOMATH3AIlMM  TPOU3BOIUTCS nyTeM
OOHOBJICHMSI WJIM W3MEHEHHUs JAaHHbIX Ha MaTepUaJbHOM HOCHUTENE, a €CIH
3TO  HE JOMYCKAETCSl TEXHUYECKUMH  OCOOCHHOCTSMH  MaTepUATBHOTO
HOCHUTENS, TyTeM (QUKCallMd Ha TOM € MaTepHalbHOM HOCHUTENE CBEICHUM
O BHOCHUMBIX B HHX M3MEHEHHMSIX JHUOO IyTeM W3TOTOBJICHUS  HOBOTO

MAaTCpUAJIBbHOTO HOCHUTCIIA C YTOUYHCHHBIMH IICPCOHAJIBHBIMH AdAaHHBIMHU.
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OOpaboTka MepcoHaNbHBIX JIaHHBIX, OCYIECTBIseMas 0€3 HCIONIb30BaHMS
CPEICTB aBTOMAaTHU3allMU, JIOJDKHA OCYLIECTBIATHCS TAaKUM 00pa3oM, 4yTOObI B
OTHOUIEHUH KaKJI0M KaTeropuH NEPCOHAIbHBIX JAHHBIX MOKHO OBLIO ONPEAEIHUTh
MeCTa XpaHEHHUS [EpPCOHAIbHBIX JAHHBIX (MaTepUAIbHBIX HOCHUTENEH) U
YCTaHOBUTH MEPEUCHbB JIUII, OCYIIECTBIIOMUX 00pabOTKy MEPCOHANBHBIX JTaHHBIX
100 UMEIOIIMX K HUM JIOCTYII.

[Ipu xpaHeHUH MaTepUaTbHBIX HOCUTENEH TOJIKHBI COOMIOAATHCS YCIOBHUS,
00€CIEYnBAIOIINE COXPAHHOCTh MEPCOHANBHBIX JAaHHBIX W HCKIIOYAIOIINE
HECAaHKIIMOHUPOBAHHBIII K HHUM JOCTyIl. XpaHEHHE IIEPCOHAIBHBIX JaHHBIX
(MaTepuaNbHBIX HOCUTEINEH), 00pabOTKa KOTOPBIX OCYIIECTBISETCS B PA3IMIHBIX

Oeaiax AJOJIZKHO OBITH pasaciIbHBIM.
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15  Owxugaemslii 3¢pdext oT peannzanuu [losoxenns

Peanuzanus [Tonoxenus 6e3omacuoctu [1/1a B UCII/IH mo3BOoHT:

OLICHUTHh cocTosiHue Oe3omacHoct uHPopMauuu MCII[IH, BBIABUTH
WCTOYHUKU BHYTPEHHUX W BHEIIHHUX YIpo3 WH(OPMAITMOHHON 0€301MacHOCTH,
ONPEAECIUTh NMPUOPUTETHBIC HAIPABJICHUS MPEIOTBPAIICHUS, OTPAXKEHUS U
HEWUTpaIu3aluu 3TUX yrpos;

pa3paboTaTh pacnopsIUTENIbHbIE U HOPMATUBHO-METOJIMUYECKUE JIOKYMEHTHI
npuMennTensHo K UCIIH;

npoBecTH Kinaccudukanuio u ceprudukanuo UCI/In;

MPOBECTH OPraHU3ALNOHHO-PEKUMHBIE U TEXHUYECKUE MEPONPUATUSA 10
obecnieuenuto 6e3onacuoctu I1/{n B UCII/IH;

o0ecrneunTh HEOOXOUMBIN YPOBEHBb O€30MTaCHOCTH OOBEKTOB 3alUTHI;
pa3paboTaTh METOAMYECKUE JOKYMEHTHI IO Pa3MEIICHUIO, 000PYI0BaHUIO U
OXpaHe MOMEIIEHUM, TA€ XPaHATCS IMEPCOHAJIbHbIC JAHHBIE, MO XPAaHEHUIO
MEPCOHANBHBIX JaHHBIX Ha OYMaXHBIX HOCHUTENISIX M TOPANIKY paldOThI
UCIIOJTHUTENEH C TEePCOHAIBHBIMU JaHHBIMU Ha OYMa)XHBIX HOCHUTEISAX
uHdopMaIuu.

Ocy1iecTBIEHUE 3TUX MEPONPUATUM 00ECIIEUUT CO3/TaHUE SANHOM,

LEJIOCTHOM M CKOOPAMHUPOBAHHOW CHCTEMbl MH(GOPMAILIMOHHON 0€30MacHOCTH U

CO3JacCT yCJIOBUA OJIAA €€ I[&J'IBHCﬁHIGFO COBCPIICHCTBOBAHMA.
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16 CIHCOK MCI0JIb30BAHHBIX HCTOYHNUKOB

OCHOBHBIMH HOPMATHBHO-TIPABOBbIMH " METOAUYeCKUMH
JOKYMEHTAMH, HA KOTOPBbIX 0a3upyercsa HacTosmee Iloioxkenne sABIsIIOTCA:

@enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHeIX» (manee — D3 «O mnepcoHaNbHBIX JAHHBIX»), YCTaHABIMBAIOIINN
OCHOBHBIE MNPUHIMUIBI U YycioBus o60pabdotku IIJ[H, mpaBa, o0Osf3aHHOCTH H
OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIECHUM, CBSI3aHHBIX ¢ 00paboTkoit [1/1H.

«TpeboBaHMsl K 3allUTE MEPCOHAIBHBIX JAaHHBIX MPU HX 0O0pabOTKE B
WHOOPMAIIMOHHBIX ~ CHUCTEMaxX  MEPCOHAIBHBIX  JAHHBIX»,  YTBEPKICHBI
[TocranosnenueM IIpaBurensctBa PO ot 01.11.2012 1. No 1119.

«Ilonoxxenre 00 OCOOEHHOCTSIX OOpPabOTKH NEePCOHANBHBIX JaHHBIX,
OCYILIECTBIsIEMOM 0€3 HCIOIb30BaHUS CPEJCTB aBTOMATH3ALMN», YTBEPKIACHHOE
[Tocranosnenuem IIpaBurensctBa PO ot 15.09.2008 1. Ne 687.

[Toctanosnenne IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O6
YTBEPXKJICHUH TEPEeYHsT MEp, HANpaBICHHbIX Ha O0OECHeYeHHE BBINOJHEHUS
o0si3aHHOCTEH, TpeaycMoTpeHHbIX D3 «O mepcoHaIbHbIX JAaHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HUM HOPMATHUBHBIMU MPABOBBIMU aKTaMH, OIEPATOPaAMH,
SBJISFOIIMMUCS TOCYAAPCTBEHHBIMU UM MYHHUIIUTAIBHBIMUA OpPTaHaAMU.

«TpeboBanusi K  MaTEpUATBHBIM  HOCHUTEISIM OMOMETPUIECKUX
NEPCOHANIBHBIX JAHHBIX M TEXHOJOTHSIM XpaHEHUS TaKUX JaHHBIX BHE
WHOOPMAIIMOHHBIX ~ CHUCTEM  MEPCOHAJIBHBIX  JaHHBIX»,  YTBEP)KICHHbIE
[Toctranosnennem IIpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOquueckue JOKyMeHThl DefepalibHOM  CIIyX OBl 10
TEXHUYECKOMY M 3KCIIEPTHOMY KOHTposito Poccuiickoit ®enepauuun (naiee -
OCTOK Poccun) mo obecneuenuro Oe3zomacHoctu IIJIlH mpm mx oOpaboTke B

NCIIdH:
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basoBas Monenp yrpo3 6e30macHOCTH TEpPCOHANBHBIX [NaHHBIX IpPU HX
00paboTke B HMH(OPMAIMOHHBIX CHUCTEMaX IEPCOHANBHBIX JAHHBIX, YTB. 3aM.
nupekropa ®CTIK Poccuu 15.02.08 .

Meronuka omnpeneneHus akTyalbHBIX yrpo3 0€30IaCHOCTH IMEPCOHAIBHBIX
IOaHHBIX NpH HX 00paboTke B WHPOPMALMOHHBIX CHCTEMAaX IEPCOHAIBHEIX
IaHHBIX, yTB. 3aM. aupekTopa ®CTIK Poccun 15.02.08 r.

ITpuxa3z ®CTIK Poccuu Ne 21 ot 18 denpans 2013 roga «O0 yTBEepKIeHUN
CocTaBa U cofiepaHUsI OpTaHU3AI[MOHHBIX M TEXHHYECKUX Mep 0 00eCleueHHIO
6e30IacHOCTH MEePCOHANBHBIX JAaHHBIX NMPH HX 00paboTke B HMH(POPMAIIMOHHBIX
CHUCTEMaxX NEPCOHANBHBIX TaHHBIX).

[Tpuka3 @enepanpHoii ciryx0b1 Oe3omacHocTu Poccuiickoit ®enepauuu OT
10 wmrons 2014 r. N 378 «0O6 yrBepxnenun CocTaBa U COINEPIKAHHA
OpraHU3allMOHHBIX W TEXHHYECKHX Mep 1Mo obecredeHH0 0e30IacHOCTH
IepCOHANBHBIX MAHHBIX MpH X 00paboTke B HH(MOPMAIMOHHBIX CHCTEMax
IIEpCOHAJIBHBIX TAaHHBIX C UCIIOJIB30BaHMEM CPEICTB KPHUNTOIpadUUeCKOH 3alUTEl
uHbOpMaIMY, HEOOXOIUMBIX IS BBIMOJIHEHUS YCTaHOBIEHHBIX lIpaBUTENBECTBOM
Poccuiickoii ®enepanun TpeGoBaHMI K 3allUTe NEPCOHAIBHBIX IJAHHBIX IS

KaXXI0T0 U3 YPOBHEH 3aIUIIEHHOCTH.

ITpopexTop 1o yueOHoO# paboTe
B.A. banyeBa



